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Abstract trading with complex event processing [14, 19], busi-

This paper contributes publish/subscribe algorithms tg eSS Process execution [21, 18], business activity mon-

support general overlay topologies, as opposed to tratoring [11] and workflow management [8].

ditional tree-based algorithms. Among other benefits, Most existing publish/subscribe systems [12, 8, 17]
this enables message routes to adapt to dynamic cond€ based on an acyclic overlay broker network. .W|th
tions, such as congestion or failure, by choosing amon@"ly one path between any pair of brokers or clients,
alternate routing paths. Our design maintains the simtontent-based routing is greatly simplified. Despite this
ple publish and subscribe protocol interface to clientsSUCCESS, an acyclic overlay offers limited flexibility to ac
and is easy to apply to existing systems. We exploit thé:qmmodate changing ngtwork con.dmons, is not robugt
flexibility of alternate routing paths to introduce a novel With respect to broker failures, and introduces complexi-
adaptive composite subscription routing algorithm thatlies for supporting other protocols, such as failure recov-
optimizes the cost of evaluating composite subscription§"Y- FOr éxample, since only one path exists between any
by propagating composite subscriptions based on poterP—a'r_Of clients, an acyclic overlay cannot acpommodate
tial publication traffic and network status. We implementouting around congested, overloaded, or failed brokers.
these algorithms in the PADRES publish/subscribe sysFurthermore, solutions for failure recovery and topol-
tem and evaluate them in a controlled local environmen9Y reconfigurationin an acyclic overlay can be complex
and a wide-area PlanetLab deployment. ExperimentSNce their repair actions must maintain the a_\cyclic prop-
show that the time to deliver notifications improves by €1 of the overlay [9]. Maintaining the acyclic property
20% in a well connected network, and that the relative!S difficult since a broker often only knows about its di-
benefit of the adaptive algorithm over a fixed one in-€Ct neighbors and not the entire topology.

creases with the connectivity of the network, the number This paper focuses on enabling content-based routing

of publishers, and path length. in cyclic overlays, providing a foundation for simplifying
the support of other features such as failure recovery and

load balancing outlined aboveAdequately handling cy-
1 Introduction cles in the overlay and supporting general overlays also

afford great flexibility for selecting an optimal routing
Publish/Subscribe systems provide a simple and effectivpath based on some optimality criteria or utility function,
method for disseminating data while maintaining a clearsomething not possible in acyclic overlays, where at most
decoupling of data sources and sinks [10, 5, 8, 20, 18, 15ne path exits between any data source and sink pair.
12, 6]. This decoupling can enable the design of largeSupporting general overlay topologies, however, requires
distributed, loosely coupled, and service-oriented sys€hanges to the content-based routing protocols in order
tems that interoperate through simple publish and subto avoid routing messages in cycles. In a general overlay,
scribe invocations. While there are many applicationsnultiple paths may exist between any two brokers, and
based on group communication [3] and topic-based puba broker may receive duplicate messages over different
lish/subscribe protocols [18, 6] such as information dis-paths from the same data source. In advertisement-based
semination [20, 16], a variety of emerging applicationsrouting [5], a subscription may be routed in cycles due
benefit from the expressiveness and filtering capabilitieso multiple matching advertisements. Similarly, dupli-
of content-based publish/subscribe. These include net-
work management and monitoring [2, 11], algorithmic  !Failure detection and recovery are not addressed in thisrpap
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cate publications may arise due to cyclic routing pathsscribe interface to clients, and does not require changes
In subscription-based routing [17], where advertisementso a broker’s internal message matching algorithm al-
are not used, the situation is even worse since subscrigewing our approach to be easily integrated into exist-
tion flooding generates duplicate messages and publicang publish/subscribe systems. Our solution applies to
tions may be routed in cycles, generating even more duadvertisement-based and to subscription-based routing,
plicate messages. Also, typically there are more suband exploits redundant routing paths so that publica-
scriptions than advertisements (and more publicationsions can be routed to subscribers via the optimal path.
than subscriptions), which further exacerbates this probAn interesting byproduct of the algorithm is that mes-
lem. In both advertisement- and subscription-based routsage routing can be significantly improved by perform-
ing, the broker must detect and discard wasteful dupliing matching only once per message. Second, we de-
cate messages. For instance, in a 500 broker topologyelop a novel adaptive content-based routing algorithm
with an average connectivity of 10 neighbors, a single adfor handling composite subscriptions in cyclic overlays.
vertisement induces 1485 duplicate messages that mu$he algorithm is fully distributed, and seeks to minimize
be discarded. the message delay and network traffic by continually ad-
Composite subscriptionsupport powerful event cor- justing composite subscription propagation paths based
relation capabilities, and are used in many sophisticate@n the publication traffic and the overlay network load
publish/subscribe applications [19, 15, 8, 11]. In this pa-distribution. Composite subscriptigaint points where
per, we further evaluate our design by showing the poJublications are filtered and correlated, are dynamically
tential for composite subscription routing in cyclic over- determined in a cyclic overlay based on network condi-
lay topologies. The presence of redundant paths in gertions. Third, the protocols are fully implemented and ex-
eral overlays offer additional possibilities for the rout- perimentally evaluated on topologies as large as 30 bro-
ing of composite subscriptions, as there are more alterkers in a controlled local environment and 50 brokers in
native points where a composite subscription can be splia wide-area PlanetLab deployment.
into its constituenatomic subscriptiongand a compos-
ite eve_nt pattern can be detgcted. The cc_)mposite eveny Background and Related Work
detection may happen at arbitrary brokers in the network
based on some optimality criteria instead of being concontent-based  Publish/Subscribe A pub-

strained by the broker topology. For instance, compositgsh/subscribe system is comprised dfformation
subscription evaluation may be dynamically placed Closeproducers who produce data in form of publications,
to high-volume publishers to filter out non-matching traf- information consumers who express their interest
fic before it is widely disseminated. in receiving publications with subscriptions, and a
SIENA [5] also presents a technique to supportproker overlay network that connects data producers
content-based routing in general overlay topologiesand consumers. In some systems, producers also send
However, the solution does not offer the potential toadvertisements to define their publication space. In
adaptively route based on network conditions. The rOUtcontent_based routing (CBR)’ advertisements are broad-
ing paths setup for message dissemination are the shoiéast over the overlay forming an advertisement tree,
est paths at the time that subscriptions are forwardedsypscriptions are routed to potential publishers along
Moreover, their solution discards duplicate messages, intheir advertisement trees, and publications are delivered
stead of avoiding them in the first place. to subscribers along the paths built by the subscriptions.
The potential for routing composite subscriptions in  Most existing publish/subscribe systems assume an
general topologies is not addressed in the literatureacyclic overlay network. REBECA [12] explores ad-
CEA [19] presents a composite event detection framevanced content-based routing algorithms based on an
work where mobile event detectors can migrate to otheecyclic broker overlay network, and JEDI [8] uses a hier-
locations according to distribution policies. However, archical overlay for event dispatching. SIENA [5], how-
these policies are static rules specified at subscriptioRver, proposes a routing protocol for general overlay net-
time, and do not take dynamic network traffic and alter-works, using reverse path forwarding to detect and dis-
native paths into account. Furthermore, the migration otcard duplicate messages. In this solution, any advertise-
the event detector and the composite subscription routinghent, subscription or publication message may be du-
are handled outside the publish/subscribe layer. plicated. As well, routing path adaptations to changing
To address the above problems, this paper makes theetwork conditions and the implications for composite
following contributions. First, we develop extensions event detection are not addressed.
to the standard content-based routing protocol that en- Group communication protocols [3] send messages to
able message routing in general overlay topologies. Oua predefined group of receivers with, possibly probabilis-
design preserves the original simple publish and subtic, reliability guarantees. Incredibly successful [y



were designed for applications with very large, but rel-event detection supporting regular expression-type pat-
atively few, stable groups. In content-based routing apterns. CEA employs polices to ensure that mobile event
plications, on the other hand, each message may be ddetectors are located at favorable locations, such as close
livered to a different subset of receivers based on théo event sources. However, CEAs distribution polices
message content. The Quicksilver [18] publish/subscribe&lo not consider the alternate paths and the dynamic load
protocol addresses, among other goals, scalability to aharacteristics of the overlay network.

large number of groups, but still differs from this workin  PADRES [15] supports an expressive subscription lan-
being a topic-based approach. To appreciate this poinuage that can specify constraints on a publication’s con-
consider a scenario witlV subscribers. In a content- tent and correlate publications in a distributed environ-
based system, each message may be delivered to any sylent. A composite subscription consists of a set of
set of these subscribers, resulting2il “groups”. Itis  atomic subscriptions connected by Boolean operators. It
likely infeasible to manage such exponentially increasings represented by a tree in which the composite subscrip-
numbers of groups, and content-based routing algorithmgon is the root, atomic subscriptions are leaves, and op-
typically abandon the notion of groups and rely on somegrators are internal nodes. A composite subscription de-
form of systematic filtering and routing based on mes-ects a composite event by correlating publications from
sage content. This work also differs in not explicitly ad- multiple distributed data sources, with each data source
dressing reliability but providing mechanisms—namely, satisfying an atomic subscription within the composite
relaxing acyclic topology requirements and providing al- subscription. In addition, variables allow correlation of
ternate routing paths—to achieve reliability. attribute values across publications. A composite sub-

Scribe [6] is a channel-based publish/subscribe sysscription is routed as a unit towards its potential publish-
tem built over the Pastry DHT. Scribe treats a channekrs until it reaches int point broker which is the first
namec as a DHT key and stores it at the channel rootbroker at which data sources that may contribute to sat-
peerr. Subscriptions are sent towardswith their re-  isfying the composite subscription are located in differ-
verse paths building a multicast tree. Publications arent directions in the overlay networklopology-based
also sent to the channel root, and then follow the multi-composite subscription routingd.5], which requires an
cast tree to the subscribers. The content-based routing iacyclic overlay and does not consider dynamic network
this paper has more expressive filtering capabilities thamonditions, splits the composite subscription at the joint
Scribe’s channel-based approach. A different approachoint broker which then carries out the composite event
is taken in [7] where nodes are organized into communidetection. In this paper, we develop a novel adaptive
ties based on their interests. A robust routing algorithmcomposite subscription routing algorithm that seeks to
is developed, but does not guarantee that all interesteghinimize the network traffic and detection delay while
subscribers are notified of a publication. An interestingcorrectly detecting composite events in a cyclic broker
containment-based partitioning scheme is presented fasverlay. The dynamic composite event detection algo-
addressing this. RON [1] builds an overlay IP routing rithm maintains the joint points during detection accord-
substrate that can detect and route around outages afigh to the changing network conditions. The approach
performance failures. While the point-to-point routing benefits greatly from the flexibility made available by
in RON is different from our publish/subscribe interface, content-based routing in general overlays.

some of the path redundancy estimation and selection The PADRES System PADRES (Publish/subscribe
techniques complement this work. Applied to Distributed Resource Scheduling) [15] is a
In our approach, a set of dedicated publish/subscribgistributed, content-based publish/subscribe middlewar
brokers rather than a peer-to-peer network is used. Moreplatform. It uses a predicate-based subscription lan-
over, we extended content-based routing to operate iguage, in which an atomic subscription is a conjunction
general overlay networks minimizing redundant traffic of attribute-operator-value tuples and a composite sub-
caused by cycles in the network. Our focus lies on opti-scription consists of atomic subscriptions connected by
mizing routing paths for publication message disseminatogical operators. The overlay network connecting the
tion according to changing network conditions. brokers forms the basis for message routing. Each mes-
Composite Subscriptions A composite subscription sage has a unique message identifier, which is a con-
correlates publications over time, and describes a comeatenation of a broker identifier and a broker-specific se-
plex event pattern. Supporting an expressive subscripguence number. Each broker records its overlay neigh-
tion language and determining the location of compositébors in an Overlay Routing Tables (ORT). A PADRES
event detection in a distributed environment are difficultbroker consists of a rule-based engine to perform scal-
problems. CEA [19] proposes a Core Composite Eventible message routing and matching. Clients connect
Language to express concurrent event patterns. The CE#d the broker overlay and issue messages into the bro-
language is compiled into an automata for distributedker overlay. PADRES is based on advertisement-based
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scription messages, they mislead subsequent publication
dissemination, with redundant publications routed along
the subscription cycle. Furthermore, just as subscrigtion

can form cycles switching repeatedly among multiple
matching advertisement trees, publications may propa-
W gate in cycles as they switch among matching subscrip-
tion routing paths.
In summary, due to cycles in the overlay, there may be
} duplicate advertisements, subscriptions or publications
However, since advertisements often make up the least
number of messages, relative to subscriptions and pub-
lications, detecting and discarding advertisements is ad-
vantageous, provided subsequent cyclic routing of sub-
scriptions and publications can be prevented. Indeed,
our experiments show that in cyclic overlays, duplicate
routing which is adopted from the SIENA [5] and RE- message may cause a three order of magnitude increase
BECA [12] projects. In PADRES, with the ORT, ad- in message traffic. This problem is exacerbated in well-
vertisements are broadcast through the network formingonnected networks with many redundant paths, and spe-
an advertisement tree that spans all brokers. Advertisecial algorithms and data structures are required for de-
ments are stored in the Subscription Routing Table (SRT)ecting and discarding duplicates.
which is essentially a list dfadver ti senent , | ast
hop] tuples. The subscriptions are propagated in re-

3.1 Extended CBR Protocol

verse direction along the advertisement trees. Sub*

scriptions are stored in the Publication Routing Ta-supscription and publication cycles are a result of sub-
ble (PRT). Like the SRT, the PRT is logically a list of scriptions propagating back and forth over different inter
[subscription,last hop] tuples, andis usedto gecting advertisement trees. A subscription starting from
route publications. If a publication matches a subscripy node of one advertisement tree is routed back to the
tion in the PRT, it is forwarded to the last hop broker of griginal node via branches of other advertisement trees.
that subscription until it reaches the subscriber. Consequently, the problem amounts to distinguishing
among advertisement trees so subscription propagation
does not switch between trees, thus avoiding subscrip-
tion cycles. We now describe our extensions to the stan-

Cycles in the overlay network introduce many problemsdard content-based routing protocol for general overlay
in terms of misleading message routing paths and ref€tworks, using Fig. 3 as a running example. These ex-
dundant network traffic. Consider the publish/subscribd€nsions are contained within the routing protocol and do
overlay network from Fig. 1, there are two publishers is-Not modify the interface to the publish/subscribe clients.
suing advertisementddv; and Adv.. These advertise- ~ Advertisement Each advertisement is assigned a
ments are broadcast through the network to form an aduniquetree identifier(TID) within the broker network.
vertisement tree for each publisher, as indicated in Fig. 1/ ourimplementation we use message identifiers, which
Note that brokers discard duplicate advertisements in or@r€ unique in our system, as TIDs.

der to remove cycles in advertisement propagation. Now, Normally, when a broker receives an advertisement, it
when Broker 1 receives a subscripti®b; matching broadcasts the advertisement to its neighbors and inserts
both Adv; and Adv, from BrokerX, Broker 1 forwards
it to Broker 6 along the advertisement tree builtAyuv, .
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Figure 1: Subscription routing scenario 1

3 Routing in General Broker Overlays

Unfortunately, at Broker 6Sub; matchesAdv, and is e (EEEEE Eehhe
routed back to Broker 1, forming a cycle. | ( | (

Another scenario of a subscription cycle is shown in i ' .
Fig. 2, where Broker 4, forwardSub; to Brokers 6 and — ; —)

2, following the paths built byddv,; and Advs, respec- ‘

tively. However instead of stopping at Brokers 5 and 1, ! (

the two copies ofSub, continue to be routed unneces- Adw t S

sarily. The duplicate subscriptions are not detected until

they arrive at the same broker, say Broker 3.
Subscription cycles not only cause redundant sub-

Figure 2: Subscription routing scenario 2



subr (X Advt Advi e - o PRT: TID Last Hop
i i Advz ———» Advz ———r 2 Sub2| Adv2 2
| ; s
| | : Subt matching Adv  se—]- Subz matching Adv: — s—]- -‘é
I | | Subt matching Advz === Subz matching Advz === g a3
! 2 - SRTs| LastHop
—— —_———— ———— P
Adve - Subi: [class = stock][name = *][price > 50] .. [TID = $Z] (N — =, g
| | At Broker 1: Adve = \} § he °
| | : £ Adv2 2
| | Adv1: [class = stock][name = IBM][price > 60] .. [TID = Adv1] | | g
| | <
\J A\ Advz: [class = stock][name = HP][price > 50] .. [TID = Adv] | |
[P— ; P — > v *I s , PRI TID Last Hop
® f -
——— . eeeeeennaeeeees —— e S sub2| Advi ¥
. . 3 55’ — g
| | Subt matching Adv1 -———— g Adv2 Y
2
| | Subs: [class = stock][name = *][price > 50] .. [TID = Adv1] 3
| |
l ; Subi matching Adva: | |
Subr: [class = stock][name = *][price > 50] .. [TID = Advz] ! ! 2 PRTs| TID  LastHop
S ) > Aq ¥ ¥ £ sub2| Advi 6
Advt R - e 5
5 /6 S
w

Figure 3: Subscription routing with TIDs: Scenario 1
Figure 4: Subscription routing with TIDs: Scenario 2

the advertisement in its subscription routing table (SRT).
In cyclic overlays, brokers may receive duplicate adverWe extend the publication routing table (PRT) to
tisement messages due to redundant overlay paths, so v@gist of [ subscri ption, {TID, last hop of
extend this behavior such that brokers discard duplicatsubscri ption} pairs], such asPRT; in Fig. 4.
advertisements upon receipt. In this way, each advertiseSince a subscription may arrive at a broker via differ-
ment forms a spanning advertisement tree distinguishe@nt paths labeled by TIDs, the PRT records the TID and
by TIDs. As we will see, our approach only requires suchthe last hop broker of the incoming subscription. If a
duplicate detection for advertisements, which we expechéw subscription is not in the PRT, it is inserted as a new
to have fewer of than subscriptions and publications. ~ record; otherwise the existing record is updated with the
Subscription: When a broker receives a subscription New {TI D, | ast hop of subscription} pair.
from a subscriber, it adds an existential TID predicate toWWhen a subscription matches multiple advertisements, it
the subscription, i.e., [TID, =, $Z], whe®Z is a vari- may be bound to several TIDs, and will form alternate
able binding mechanism supported in our subscriptiorfouting paths for subsequent publications if the subscrip-
|anguage [15f This mechanism extracts the value of a tion with different TIDs has different last hopS. For in-
matching attribute; if the subscription matches an adverstance in Fig. 5Sub matches bottdv, and Adv, at
tisement in the SRT, the advertisement's TID is bound toBroker 1, and is assigned two TIDs RRT; with dif-
the variable $Z. For example, in Fig. Sub, is matched ferent last hops. Note that copies of subscriptions with
by both Adv, and Adv, at Broker 1. A copy ofSub, different TIDs propagate along their corresponding ad-
with TID bound toAdv, is forwarded to Broker 6 and an- Vvertisement trees and these paths may diverge and re-
other copy bound toldu, is forwarded toward the pub- converge at a broker due to intersections among the ad-
lisher. In our implementation, the TID attribute may have vertisement trees. Thus, a broker may receive multiple
a set of values associated with it so that only one copy ofopies of a subscription with different TIDs. These are
the subscription is forwarded if subscriptions with differ Nnot, however, duplicate messages as they correspond to
ent TIDs have the same next hop. different paths, and are stored in the PRT as potential
A subscription with a bound TID value only propa- routing path alternatives for publications.
gates along the corresponding advertisement tree. There- Alternative paths for publication routing are main-
fore, when a broker receives a subscription with atained in PRTs as subscription routing paths with dif-
bound TID value, it can forward the subscription without ferent TIDs and destinations. More alternate paths are
matching the subscription against all the advertisementgvailable if publishers’ advertisement spaces overlap or
inthe SRT. As a result, subscription forwarding is greauysubscribers are interested in similar publications, which
sped up by the use of TIDs, by matching subscriptionds often the case for many business and peer-to-peer ap-
against advertisements only once. plications. Our approach takes advantage of this and uses
Subscriptions set up paths for routing publications.multiple paths available at the subscription level.
Protocols such as simple and topology-based routing
2We refer to this predicate as amistential predicatesince it tests  have been proposed for acyclic overlays [15]. In sim-
whether a given message contains an attribute-value mimuiibute ple routing, a composite subscription is split into atomic
equal toTID, but without regard to the value. The value is bound to the . . .
parts at the first broker that receives it. Here, TID based

variable in the subscription. If the attribute-value paied not exist the : ; g =1 ] ’
predicate is false. routing can be applied to the atomic subscriptions in or-




der to support composite subscription routing in cyclicscriber receives duplicate publications, since brokets fo
overlays. In topology-based routing, composite sub-ward a publication at most once over a link, and no bro-
scriptions are split based on the topology, and does ndter receives duplicate publications.
necessarily result in the most efficient use of network re- Unadvertisement and Unsubscription Advertise-
sources, especially when data sources have significantiyments and subscriptions can be canceled with unadver-
different publication traffic. An adaptive composite sub- tisement and unsubscription messages. The latter are
scription routing algorithm is proposed in Section 4. propagated using similar logic as the former.

Publication: When a broker receives a publication
f_rc_)m a publisher, the pub_lication is. assigned.an iden~3_2 Dynamic Publication Routing
tifier equal to the TID of its matching advertisement.
From this point, the publication is propagated along theSubscriptions are routed to publishers along advertise-
paths set up by matching subscriptions with the saménent trees. If the advertisement trees of different data
TID without matching the content of the publication at sources intersect without overlapping, multiple publica-
each broker. As a result, publication propagation is sim4ion routing paths to a subscriber result. For example, in
pler and faster in the TID approach. We call this algo-Fig. 5, Sub is forwarded to Broker 1 over two different
rithm fixed publication routing This routing algorithm  routing paths (i.e., Path 1 via Brokers 5, 3, and 1, and
simplifies the cyclic overlay by generating advertisementPath 2 via Brokers 5, 3, 4, 2, and 1.) Publications of
trees for each publisher, and does not take advantage afdv; take the path through Broker 3, while publications
alternate path information maintained at the subscriptiorof Adv, take the path through Broker 2 in the fixed rout-
level, which is used in thdynamic publication routing ing approach. However, if the TID of a publication could
algorithm discussed in Section 3.2. be adapted in transit, a better path may be chosen. A pub-

Notice that with the TID extensions, subscriptions lication of Adv, arriving at Broker 1, could be routed to
form a directed, cycle-free graph between a publisheBroker 3 by changing its TID toldv, instead of being
and its potentially interested subscribers, so publicatio routed to Broker 2.
are never forwarded in a cyclic manner. In the directed
graph, there may be multiple paths between any pair of
brokers depending on how subscriptions are routed along Adw@
multiple advertisement trees. In fixed publication rout- /

Adv1
Adv2
Sub matching Adv1 — ee—]-
Sub matching Adv2 === g

———

ing, brokers do not need to detect duplicate publications

and, consequently, no bandwidth is wasted due to redurb-\

dant publication traffic.

Property 3.1 No broker receives duplicate publication
messages.

Proof By way of contradiction, assume publication
p(c, t) with contentc and TIDt is received by some bro-
ker B; twice.

Let broker By be the broker that receives a publica-
tion p(c,t) from the publisher. Without loss of gener-
ality, let B; be the first broker to receivg(c, t) twice.
Notice thatB; must have receiveg(c, t) from two dif-
ferent brokersB,,, and B,,, since brokers never forward
the same publication multiple times to a neighbor, de-
noted asB,., p(c,t) B; andB,, p(c,t) Bi.

Observe that ifp(c, t) is forwarded over linkB,,, —
B;, then a subscriptioawith a TID bound tot was sent
overlink B; — B,,, denoted a®i 57 B,,,. Andif sucha
subscription was sent, then an advertisemelm_wjth a
TID t was sent over linkB,,, — B;, thatisB,, adv; B;.

p  o—
Advz — >

- ————

—_————

- ———
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Figure 5: Multiple publication routing paths

Arouting algorithm is required to determine the “best”

path, that is, the one with “lowest cost”, such as the
fewest number of hops or the shortest delay from source

Similarly, we haveB,, adv: B;. The spanning advertise- to destination. This problem coincides with the well
ment tree rooted aB,. Then there must be two paths known routing problem in computer networks, and solu-

from root By to B; in the spanning tree.

tions can be classified as global or decentralized. Global

This is a contradiction since trees only have one pattrouting algorithms are based on complete, global knowl-

between any two nodell

edge of the broker network, such as Dijkstra’s algorithm.

Notice that it follows from Property 3.1 that no sub- Since each broker only knows about its neighbors in our



broker network, we apply a decentralized solution basedhlgorithm 1 Dynamic Path Selection
on local link status information. Algorithms that are Require: Anincoming publicatiorp(c, T1D,)
widely used in practice, such as hot potato routing and reEnsure: forwardMsgs: A set of publication messages to forward, with
: “ destinations and updated TIDs
verse path routing, could be used here to select a short-l_ forwardMsgs %)
e;t” pgth fqr publlication dissemination. The algqrithms 2 s ={s;|p matchess; in the PRT}
differ in their routing performance, overhead traffic, and 3: for s; € S do
implementation complexity. 4 p :d{[Tf DJH ﬁastH Epj]|| [si, TID;, LastHop;] T PRT}h
. L . 5 Fi that LinkD tHopy,) is minimal in patl
We use an idea similar to the simgiet potato rout- 6 ind m such that LinkDelayast Hopn) is minimal in pathso
7

. . . . nextHop =LastH opm,
ing, which is not optimal but has been observed to per-7: if there is ngp’ € forwardMsgs where’.content ==p.content

form well in practice. In this algorithm a broker forwards andp’.nextHop == nextHojthen
amessage through the link with minimal delay, using the & P-TIP=T1Dm

. L. LS .. 9: p.nextHop = nextHop
heuristic that this link is also on the minimum delagth ;. forwardMsgs = forwardMsgs.ads)(

to the destination. To dynamically select paths as the nett1: endif

work traffic loads or topology change, each broker main-12: end for

tains alLink Delay Table(LDT) for its overlay neigh- 13- "eturn forwardMsgs

bors, where link delays and link usages ratios are updated

whenever it receives/delivers a message from/to this link.

When a broker receives a publication, for each matching By way of contradiction, assume ah¢ N receives

subscription that may come from multiple links with dif- »’. Consider the BrokeX that senty’ to S. Accord-

ferent TIDs, it selects the link with minimal latency, and ing to Algorithm 1, this means that Brokef found an

assigns the corresponding TID to the publication. Thes: in its PRT whose last hop i§ and which matches

next broker decides where to deliver the publication ac?’- Therefore, subscribes sent a subscription; that

cording to its LDT. The publication is routed hop by hop matched publicatiop’. Sincep andp’ have the same

until it reaches its subscribers. It also ensures that, fopublication contents; also matchep, meaning thab is

one subscription with different TIDs, each representing dnterested irp and.S € IV, which is a contradiction.

path from a publisher to the subscriber, only one publica- Claim 2: All subscribersS € N receivep’. Again,

tion is forwarded to one of the potential neighbors. Onlynote thatS € N implies thatS is interested ip, and has

one copy of the publication is forwarded to a neighbor if a subscriptiors; that matchesp.

several matching subscriptions come from the same last By way of contradiction, assume &< N does not

hop. When a broker fails, its neighbors will detect thereceivep’. Therefore, it must be that'(c, Advs) ¢

failure which is indicated in their link delay table. As a P(c,t), in particular, Advs ¢ t. But we know that

result, incoming publications will be routed around the p(c, Adv,) € P(c,t), and according to Algorithm 1,

failed broker to their subscribers. p(e, Advy) is changed t@' (¢, Advs) only if both Adv,
Modifying a publicationp’s TID in transit seems to andAdv intersects;, implying that{ Adv,, Advs} € t.

change the set of subscribers notified of this publicationThen it must be thap’(c, Advs) € P(c,t). This is a

but this is not the case. Intuitively, the algorithm works contradiction.

because for any given subscriptispnfrom a subscriber  Together, the above two claims prove that the set of

S that matchep, p's TID is only changed to an adver- notified subscribelN does not change when a publica-

tisement’s TID that also matchas. That meang will tion’s TID is changed in transil

be delivered taS by “borrowing” branches of another  oyr solution exhibits six useful properties. First, it

advertisement tree. The dynamic publication routing al-retains the publish/subscribe client interface, and only
gorithm is formalized in Algorithm 1 and its correctness makes a few changes to the routing protocol: one pred-
is proven in Property 3.2. icate and one attribute-value pair are added to each sub-
Property 3.2 Changing a publicatiop’s TID whilein  scription and publication, respectively. No changes to
transit will not change the set of notified subscrib&ts  the publish/subscribe matching algorithm are required,
Proof Consider a publicatiop(c, Adv,) with content  since TID attributes are matched just like any other at-
c and TID Adv;, that is changed tp’(c, Advy) where  tribute. Adding an attribute to resolve cycles in the over-
Advy # Adv,. We know that any publication in the set lay is easy to realize in existing publish/subscribe sys-
P(c,t) where anyddv, € tintersects; from subscriber tems. Second, with the TID attribute, optimizations can
S and ¢ matchess; will be delivered toS. The proof be performed at each broker to speed up and simplify
consists of two claims. subscription and publication propagation. For example,
Claim 1: No subscribeS ¢ N receiveg’. Note that  subscriptions are matched only once while forwarded to
S ¢ N implies thatS is not interested imp, that is, it publishers. Third, our approach generates duplicate mes-
does not have a subscriptienthat matchegp. sages only when broadcasting advertisements; subscrip-




tion and publication forwarding do not create redundanthe composite subscription is split into atomic subscrip-
traffic. Fourth, subscriptions may determine multiple tions,.S; andS,. Each atomic subscription is forwarded
routing paths for publications. If a broker fails, its neigh in the direction of a publisher emitting publication traf-
bors may detect the failure and update their link delayfic potentially matching the subscription. Publications
tables. As a result, the dynamic publication routing al-are collected, filtered and correlated at the joint point
gorithm can route publications around the failed brokerbroker, where the actual composite event detection hap-
making the system more robust to broker failures. Fifth,pens based on the standard composite subscription rout-
the dynamic publication routing algorithm selects effi- ing mechanism in PADRES [15].
cient routes based on network conditions to minimize no- In Fig. 6, if the number of publications matching
tification delay. This is useful in applications with qual- S; outweighs the number matchirffy, then composite
ity of service constraints. Last, while we described theevent detection would be less costly if the detection is
algorithm in terms of the standard advertisement-basechoved from Broker 3 to Broker 1. While performing
routing, it works in a similar manner for approaches notthe detection at Broker 1 adds the cost (e.g., the num-
employing advertisements. ber of hops, bandwidth, delay etc.) of moving publica-
tions for Sy from Broker 3 to Broker 1, it eliminates the
. Lo . cost of moving publications fo$; from Broker 1 to Bro-

4 Composite Subscription Routing ker 3. Furthermore, in a cyclic overlay, more alternative

) ) _ ) o locations for composite event detection may be available.
As described in Section 2, composite subscriptions cafhe gverall savings are significant if the imbalance in de-
be used to specify complex event patterns. Many SOtecting composite events at different locations is large.
phisticated applications benefit from the powerful pub- 14 getermine the best composite event detection lo-
lication correlation capabilities provided by composite cation, it is necessary to estimate data set sizes for sub-
subscriptions [19, 15] including network managementscrintions at a particular broker and the cost of evaluat-

tools [2, 11] where sophisticated intrusion detection pating composite subscriptions at a broker and its neighbors.
terns must be monitored, business process execution eQye address both points below.

gines [21] that need to observe the status of multiple de-
pendentjobs, and complex event processing engines [14 .
that need to react to complex event patterns over time anft-1 ~ Data Set Size

space to supportapplications such as algorithmic tradingr,, ggtimate the potential data set sizes attracted by sub-
In a general broker overlay, multiple paths exist be-g¢riptions, we maintain statistics of publications at each
tween subscribers and publishers, and composite suloker, such as the publication rate and the distribution
scription routing becomes more complicated. In this seC¢ a1 attribute. The overlap functigh{S N A) between a
tion, we extend the content-based routing protocol forg,hscriptions and a matching advertisemetindicates
composite subscriptions in cyclic overlays. what publications may be forwarded to a broker. The ra-
tio of actual publications over all potential publications
determined by an advertisement is tleeluction factor
of the advertisement relative to the subscription. Then,
the data set size of an atomic subscription is:
Definition 4.1: Data Set Size of Atomic Subscription
Suppose an atomic subscriptig#, matches a set of ad-
. coi st s cs: ses: vertisementsd = {A; | P(S) N P(4;) # 0,i = 1..n},
at a broker. Then:

Adv2

Figure 6: Adaptive composite subscription routing
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In a general overlay where multiple paths are avail-

able to route publications, the topology-based compos- In Definition 4.1, P(z) is the set of publications

ite subscription routing does not necessarily result in thanatchingz, R; is the publication rate ofi; represent-
most efficient use of network resources. An example isng a publisher, and,, is the distribution function for
given in Fig. 6, where”'S; arrives at Broker 3 and it is  attributea;. Multiplying R; by the reduction factor gives
matched when both; andS; are matched. The publish- the expected publication size frory. The publication

ers potentially satisfying the composite subscription areset size ofS is the sum of publications from its matching
determined by advertisements at the broker. In the examadvertisements.

ple according to topology-based composite subscription For composite subscriptions, the estimation of the data
routing, Broker 3 is the joint point broker fér.S;, where  set size depends on the composite subscription operators.



Definition 4.2:Data Set Size of Composite Subscription Algorithm 2 Adaptive Composite Subscription Routing
Consider a composite subscriptioi$ = .S; op S,., where  Require: Anincoming composite subscriptiars

S; andS,. may be composite subscriptions. Then: Ensure: Destination tree of a composite subscription
1: Initialized desTree according t@
|P(S)|+ |P(S,)] if op = ||; 2 if cs is a leaf nodeéhen
3: desTree.root.dest = get’s destination set from SRT
P(CS)| = . 4: else
| ( )| mm(|P(Sl)|, |P(ST)|)* 5:  desTree.left = adaptive-cs-routing(cs.left)
H M if op = &. 6: desTree.right = adaptive-cs-routing(cs.right)
aicVar [ da;f(Ap,) 7:  if desTree.left.dest == desTree.right.dsn
Based on Definition 4.2, we can estimate the data set" els‘ieSTree-rOOt-deSt = desTree left.dest
size of an arbitrary composite subscription with a recur-. if desTree.root.op =€R () then

sive algorithm based on the data set sizes of the individiz: desTree.root.dest = current broker

ual atomic subscriptions and the operators in the comi2: end if

posite subscription, which is represented by a tree. If the3  f dssstlTr;'i:t’(;;’jztcgee?’;'\"zn( dﬁ%ﬂiii o)

operator iSOR (||), P(C'S) is the sum of its children; if 5, Estimate overhead cost of detéctifsg

the operator i®\ND (&), P(CS) is the minimum data set  16: desTree.root.dest = the dest with min overhead cost
size of its children times the reduction factor. Attributes 17: end if

contributing to the reduction factor are variable bindings® _endif

X 19: end if
Var 3 between each child node. 20: return desTree

4.2 Composite Event Detection Cost

We discuss the overhead incurred by moving composit§hown in Algorithm 2. This recursive algorithm com-
event detection away from the joint point broker for two PUtes a composite subscription’s destination tree, which
different models, using the example in Fig. 6. dictates how the subscription is split and routed. A com-
Traffic-based model In this model, we assume that POsite subscription is represented as a tree where the in-
each link has bit/sec bandwidth, and ms message de- ternal nodes are operators, leaf nodes are atomic sub-
lay. The parameter affecting the detection location isSCTiPtions, and the root node represents the composite
the publication traffic for a given composite subscription. SUbscription. An example is given in Fig. 7. The al-
The overhead traffic cost of evaluating composite subg0rithm traverses the tree as follows: if the root of the
scription at a broker where one of the child subscriptiond'e€ is @ leaf node, that is, an atomic subscription, the
comes from, say Broker 1 in Fig. 6, i&raf ficCost(S1) atomlc subscription’s next hop destmatlo_n in the SRT is
= |P(S2)| - |P(S1)| + | P(CS)] . assigned to the root, and TID-based routing is applied to
The overhead traffic cost includes the cost of send€ach atomic subscription. Otherwise, the algorithm pro-
ing publications forS, from Broker 3 to Broker 1 and C€SSes the left and right children’s destination trees-sepa
the cost of sending'S’s notification set from Broker 1 rately. If the two children have the same destination, the
to Broker 3, but we save in sending publications fgr ~ 0Ot node is assigned this destination, and the compos-
from Broker 1 to Broker 3. Similarly, we can estimate ite subscription is routed to the next hop as a whole. If
the cost of evaluating’S at Broker 2. Since all links the children have different destinations and the connect-

have the same bandwidth and delay, the delay cost idng operator isOR, the root's destination is the current

DelayCost(S,) = LralficCost(s) 4 g broker, which means the composite subscription is split
QoS-based model |;’] this model, we estimate the at the current broker. If the children have different des-

overhead cost based on the publication traffic and théinations and the operator connecting the two children

QoS of the overlay network. If network links have differ- 1S AND, the algorithm estimates the data set sizes of the
ent bandwidth and delay properties, the delay cost funcehildren and the overhead costs at the children’s destina-
tion is: DelayCost(Sy) = LrallicCost(SD) 4 4. The link tions, and the destination with minimal overhead is as-

properties are updated dynamically based on actual nefigned to the root node. The recursive algorithm assigns
work traffic. destinations to the tree nodes bottom up.

We now describe the dynamic algorithm which routes
4.3 Adaptive Routing Algorithm a composite subscription based on the potential publica-
tion traffic and the status of the current overlay network.
Based on the dynamic overhead estimation, we proposgjg. 7 shows a possible routing solution for composite
the adaptive composite subscription routing algorithmsubscriptionC'S = {5,&5,}||Ss. At Broker 9,CS is
3A variable binding is similar to an equi- join in SQL. A variab routed as a whole to Broker 8, where the destinations of
value should be the same in each atomic subscription. both.S; andS; are Broker 4, and as a result the destina-




Adve and joint points should be computed dynamically.
s i The broker maintaining a joint point evaluates the cost
' model periodically. If the joint point broker finds a bro-

—_————

ker that is able to detect the composite event with a cost
lower than itself, it initiates a joint point movement. $&at
i transfers between the original joint point and the new one
' include the routing path information and partial match-
ing state. The routing path is concerned with subscrip-
tions. Each part of the composite subscription should be
! routed to the proper destinations in order to keep the rout-
ing information consistent. The partial matching state
concerns publications. Publications that partially match
composite subscriptions are stored at the joint point bro-
ker, and this partial matching state should be delivered to
CS: {$1852} | 83 the new joint point for subsequent composite event de-

tection. Strategies to stabilize the joint point movement,

such as movement frequency and cost difference thresh-
At Broker 5: At Broker 4: At Broker 8:
5 6 olds are future work.

s oo g
® ® ® @ @ 5 Evaluation

In this section, we experimentally evaluate the routing
protocol in general overlay topologies. A workload gen-
erator synthesizes publish/subscribe messages used in
the experiments by selecting attributes and values fol-
lowing a Zipf distribution from a list of twenty attribute

tion of their parent node is Broker 4 as well; should names and given value ranges, respectively. The Zipf

be forwarded to Broker 7, and since the operator of thelistribution models locality among the advertisements,
root node isOR, C'S is split at Broker 8. Whers, &5,  Subscriptions and publications. .

arrives at Broker 4, according to the SRT, Broker 4 is the e explore the properties of the routing protocols by
joint point broker ofS; &S in the topology-based rout- deploying a brol_<er overlay in a_controlled 15-node local
ing algorithm. If the data set size &f is significantly ~ Network consisting of nodes with 4GB of memory and
larger than that of», it may be more efficient to evaluate 3-0GHz CPUs. We evaluate the protocols in two over-
S1&5S, at Broker 6 rather than Broker 4. This dynamic lays, each consisting of 30 brokers scattered across the
evaluation happens at each broker until a broker decide8etWwork. One overlay is well connected with an average
to split the composite subscription, say at Broker 5. Ac-connection degree (D) of 4, while the other is less con-
cording to the adaptive routing algorithm, Brokers 8 andn€cted with D = 2. Each node in the topologies is a com-
5 are the joint point brokers faf'S, instead of Brokers 8 plete content-based pubhsh/sub_scnpe broker that imple-
and 4. After the routing, joint point brokers are ready for MeNts the protocols described in this paper. More de-
composite event detection. tails on the broker design and implementation are avail-

The advantage of performing adaptive composite sub‘-’Jlble '(;] [15_]1f Ir_‘ ou(; (Txper;Tenés vSve c_omgalre thz znd
scription routing is that it determines the initial compos-to end notification delay of fixed (Section 3.1) and dy-

ite event detection location that minimizes the network"@M'C (Section 3.2) publication routing algorithms and

traffic and message delay costs of evaluating composmde"iSFjre the CP'.J an(:) memory usage per blgoker. I;or
ite subscriptions. Moreover, dynamic publication routinga aptive composite subscription routing, we observe the

for general overlays further reduces the cost of composit@lacemem of the joint point broker by measuring net-
event detection. work traffic. To demonstrate robustness and scalability,

we also deploy a broker network on PlanetLab.
End to end notification delay When a publication
4.4 Dynamic Joint Point Movement matches a subscription, a notification is delivered to the
subscriber. The notification delay is computed as the
Since network conditions, such as delay and bandwidthtime between publishing at the publisher to the corre-
may change, the joint point broker chosen during com-sponding notification at the subscriber. This delay is a
posite subscription routing may no longer be optimal,function of the number of hops from the publisher to sub-
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Figure 7: Adaptive composite subscription routing
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Figure 8: End to end notification delay

scriber, and the workload in the broker network, the latterthe benefit is not proportional to the connection degree.
of which depends on factors such as the overall publica¥When the same experiment is repeated with a fully con-
tion rate and the number of subscriptions per broker. Thaected topology, the delay with the dynamic approach is
delay metric includes the queuing delay, processing and.07% worse than with fixed approach. In this case, the
matching time, and transmission delay at each hop. Weverhead of maintaining link information in the dynamic
measure the end to end delay in three scenarios. algorithm can not be offset by gains in alternate path se-
In the first scenario, we construct a 30 broker network Jection since all publishers and subscribers are already
and connect 20 publishers and 30 subscribers to the sysne hop from one another.
tem within the first 30 seconds of the experiment. One of We observe that an increase in the publication rate
the publishers publishes, and four of the subscribers iseauses the fixed routing approach to suffer a worse no-
sue subscriptions that match some publications. The suliification delay. For instance, in Fig. 8(c) when the pub-
scribers are placed such that the longest path in the cycliication rate is increased to 2400 msg/min, the fixed al-
network from the publisher to them is 12, 10, 8, and 6gorithm becomes overloaded with messages queuing up
hops. We vary the publication rate of the publisher andat brokers along the routing path, whereas the dynamic
measure the notification delay at the subscribers’ siderouting algorithm continues to operate by offloading the
Each data point in the following figures is the end to endhigh workload across alternate paths. The results suggest
delay of one natification received by the subscriber thathat dynamic routing is more stable and can handle heav-
is 12 hops from the publisher in the overlay. ier workloads, especially in a well connected network.
When the publishers and subscribers join the sysincidentally, the small but periodic decreases in delay
tem, advertisements are broadcast and subscriptions a#ge an artifact of the periodic publication workload. The
matched with advertisements and forwarded to potenpublications near the end of the workload match fewer
tial publishers. This initial traffic contributes to networ subscribers and are filtered by our routing algorithms be-
congestion and large notification delays, and is visiblefore they propagate far into the network. This results in
in Fig. 8(a) where the end to end delay is plotted (inless congestion in the network and faster routing of the
log scale) for each notification. After the initialization remaining publications. This phenomenon is apparent in
phase, the delays of both dynamic and fixed routing algoall of the experiments that use this workload.
rithms stabilize, with the dynamic algorithm producinga Inthe second scenario, we increase the number of pub-
20.3% shorter average delay than fixed routing. This idishers to 40, and their advertisements overlap each other.
because the dynamic routing algorithm can explore alterAs described in Sec 3.1, overlapping advertisements in-
nate paths at each hop, and balance publication forwardsrease the number of potential alternate paths explored.
ing across multiple neighbors. In Fig. 9(a), we observe that the delay with the dynamic
In a less connected network, the benefit of dynamicalgorithm stabilizes 5 minutes sooner than with the fixed
routing is diminished due to a lack of alternate paths. Inalgorithm. Furthermore, the end to end delay with dy-
Fig. 8(b), with D = 2, the dynamic routing delay is almost namic routing is 46.5% less than that with fixed rout-
identical to that of fixed routing. We enlarge part of the ing. (We note again the log scale of the delay axis in
plot in Fig. 8(b) to illustrate the slight average improve- Fig. 9.) This compares with a relative benefit of 20.3%
ment of 4.65%. At some points in the experiment, thein Fig. 8(a) where there were fewer publishers and hence
dynamic approach even performs worse than the fixedewer alternate paths explored.
one because of the overhead of the path selection algo- In the third scenario, we evaluate a dynamic workload.
rithm. While Figs. 8(a) and 8(b) demonstrate that the dy-A new publisher now joins the system 5 minutes after the
namic approach benefits from a well connected overlaypther clients and publishes a burst of 1400 msg/min for 1
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Figure 9: End to end notification delay

minute. As illustrated in Fig. 9(b), the dynamic approachconclusions made from the controlled environment ex-
stabilizes first as in previous experiments. While both al-periments. For example, Fig. 9(c) confirms that the dy-
gorithms suffer from increasing delays due to the burstpamic algorithm stabilizes faster than the fixed one, and
the dynamic algorithm maintains a smaller delay, is ablehas a smaller notification delay.
to recover faster after the burst, and has a smaller steady Faster matching Both the fixed and dynamic rout-
state delay. Overall, the dynamic approach is more reing algorithms have the potential to dramatically improve
silient to dynamic workloads. routing and matching performance. Once the TID at-
In Table 1, we list the average end to end delay expetribute is bound (see Section 3.1), subsequent brokers
rienced by three subscribers that are 6, 10, and 12 hopsnly need to match the TID attribute instead of the full
away from the publisher. When the publisher and subpublication content. This can provide significant sav-
scriber are close to one another, the dynamic algorithnings, especially with complex subscriptions, large work-
has fewer opportunities to find suitable alternate paths. Ifoads, or long path lengths. While we have not yet im-
Table 1, with a 6 hop path length, there is even a 0.78%plemented this optimization, a quick calculation demon-
performance degradation resulting from the overhead o$trates the potential. For the dynamic algorithm in the
the dynamic algorithm. When the distance increases t@xperiment associated with Fig. 8(a), 1926 publications
12 hops, the improvement improves to 18.57%. We alsdssued by publishers resulted in 16997 publication mes-
observe, reading down the columns in Table 1, that th&ages, requiring 16997 matching operations by brokers.
delay between the 6 and 12 hop subscribers with the fixe@lvith TID routing, where only the first broker performs
approach is 57.65%, while the corresponding differencéull matching, only1926/16997 = 11.3% of the match-
with the dynamic algorithm is only 27.39%. This sug- ing operations are required.
gests that the dynamic approach is less sensitive not only
to publication traffic but also to the path lengths between m Sk Routing
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Table 1: Effect of subscriber distance on delay

300

From the above results, we make the important obser- Bier  me2 B B Bscs
vation that our publish/subscribe routing algorithms not ) ) o )
only support cyclic overlays, buienefitfrom them by Figure 11: Composite subscription routing

reducing the notification delay and increasing resilience

to network loads. To demonstrate the robustness and the Overhead of Dynamic Publication Routing In this
scalability of our approach, we repeat our experiments oexperiment, we measure the CPU and memory usage per
PlanetLab with a 50 broker overlay network. While the broker at the servers. Fig. 10 shows the average CPU and
heterogeneous and shared nature of the PlanetLab nodesemory usage of all 30 brokers over time with a publica-
and network make it difficult to derive repeatable and re-tion rate of 600 msg/min. In the dynamic approach, we
liable results, our evaluations on PlanetLab support theeed to periodically (1@nsin this experiment) maintain
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Figure 10: CPU and memory usage

thelink delay tableat each broker. When a publication adaptive routing algorithm determines the detection lo-
arrives, the broker selects a “better” path based on the ugzation based on the potential publication traffic. In our
datedliink delay table When the broker overlay is setup, topology, the faster publisher connects to Braker and
system control messages, including broker initializationhence is an efficient point to detect the composite sub-
and overlay routing information, are routed through thescription. The slower publisher connects to Brok&.
system. After the system has stabilized, publishers and The input and output bandwidth consumptions of the
subscribers then issue their messages. During the inbrokers with the three different strategies are presented i
tialization phase, the busiest broker, which has the mostig. 11. With simple routing, B5 evaluates the composite
neighbors, consumes up to 83.7% of the CPU processsubscription and filters out unwanted publication traffic.
ing capacity; while the other brokers use only 16.6% ofTherefore, there is a great reduction from the input traf-
the CPU. During the publishing phase, the broker thafiic to the output at BS, as shown in Fig. 11. Since the
the publisher connects to consumes 44.3% of the CPUWitering happens at the last broker along the paths from
and 10.2% of the memory. The CPU and memory uspublishers to the subscriber, the overall network traffic is
age may increase when more subscribers and publisherggh. The topology-based algorithm improves the bro-
are connected to the overlay. The results show that broker traffic compared to the simple routing by moving the
kers consume similar CPU and memory usage in bothoint point into the network, while the adaptive compos-
approaches. That is, applying the dynamic approach, wge subscription routing algorithm dramatically reduces
can benefit from the reduction of notification delay andthe bandwidth by moving the joint point close to the pub-
the resilience to publication workloads without consum-Jishers according to our cost model, with BrokeBd
ing much more system resources. and B3 experiencing 85.7% less traffic than in the sim-

Bandwidth of Adaptive CS Routing This exper- ple routing case. Furthermore, all brokers after the joint
iment consists of four publishers with different publica- point broker along the routing path experience traffic re-
tion rates: two at a rate of 100 msg/s, and the other two atluction. We expect these benefits to be even more pro-
a much slower 2 msg/s rate. A subscriber also connectsounced in larger networks since longer composite sub-
to the network and issues a composite subscription. Wecription paths in such topologies offer the potential for
focus on the bandwidth of five particular brokers (Bro- more savings.
kers B1 to B5) located on the composite subscription
routing path in the network.

The composite subscription is issued at Broker B5,6 Conclusions
and is routed to its potential publishers according to three
different strategies: simple routing, topology-based+ou Current publish/subscribe systems [12, 8, 17] assume an
ing and adaptive composite subscription routing. In sim-acyclic broker overlay network and do not provide spe-
ple routing, a composite subscription is split into atomiccial mechanisms to cope with cycles in the overlay. In
subscriptions at the broker that first receives the composghis paper, we introduce a content-based routing protocol
ite subscription from a subscriber. In this case, composfor general overlays supporting both atomic and com-
ite event detection occurs at Brok&5. In topology-  posite subscription routing. Our approach retains the
based routing, a composite subscription is forwardedriginal publish/subscribe interface and matching algo-
through the broker network as a whole until it reachesrithms so it may be easily integrated in existing pub-
a joint point brokerwhere its atomic subscriptions are lish/subscribe systems. Our approach minimizes redun-
forwarded in different directions in the topology. Bro- dant traffic induced by cycles in the overlay and reduces
ker B3 is the joint point broker in this scenario. The message routing delay. Content-based routing in a gen-
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eral overlay improves the scalability and robustness of [2]
publish/subscribe systems by offering routing path alter-
natives. We exploit this flexibility to devise an adaptive [3]
composite event detection algorithm that reduces net-
work traffic by up to 85% in one experiment.

Experiments in alocal 30 broker topology indicate no-
tifications can be delivered about 20% faster in a well
connected network. Furthermore, we observe that the
relative benefit of the dynamic algorithm over the fixed
one actually increases when the system is stressed ing
various ways including increases in the connectivity of
the network, overall publication rate, number of publish-
ers, or path length between publishers and subscribersl’]
However, the overhead of the dynamic algorithm may
not be offset by gains in extremes such as short paths
or very high connectivity. The use of TIDs to discrimi-
nate among duplicate advertisements affords a very use-
ful mechanism to significantly improve content-based (9]
routing by requiring messages to only be matched once
when the TID attribute is bound to value. In one scenario
we estimate that almost 90% of matching operations cafio]
be eliminated with this technique. Also, preliminary re-
sults in a wide area PlanetLab environment with up to 50
nodes confirm many of the conclusions derived from the]
local experiments, and suggest that the unreliable nature
of PlanetLab network benefits greatly from robust algo-[12]
rithms that can route around congested or failed nodes.

The work is motivated by applications such as network
monitoring and management [2, 11], complex event pro{13]
cessing [14] to support applications such as algorithmic
trading, and distributed workflow management and busi{14]
ness process execution [13, 15]. These applications re-
quire a flexible, decoupled and robust messaging sub-
strate. Our routing protocols to handle cyclic overlays[15
and novel adaptive composite subscription routing pro-
tocol make the publish/subscribe system more flexibl 16]
to overlay topology changes and more robust to bro-
ker failures and recovery. Moreover, applications may
have quality of service constraints on activities, such as$17)
execution time for a service or for an entire business
process, which may affect message routing at the pub-
lish/subscribe layer. With our contributions, publicaso

. " . . 18]

may select “optimal” paths to matching subscribers and
composite subscriptions are routed to the “best” event
detection locations in order to satisfy potential quality o [19]
service constraints at the application level. Future work
will investigate the feasibility of supporting some of the
above applications with quality of service guarantees us-
ing the content-based publish/subscribe paradigm. (20]

(4]
[5]
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