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Abstract— Peer-to-peer (P2P) networks can offer benefits to items. Other applications that can be built with the pub/sub
distributed content-based publish/subscribe data disseimation  model include distributed gaming, the distribution of seafte
systems. In particular, since a P2P network’s aggregate resirces patches, the synchronization of distributed caches, aed th
grows as the number of participants increases, scalabilitgan be o !
achieved without managing or deploying additional infrastuc- CUSt(_)m'_Zat'On of content _on Web pQrta!s. Common to these
ture. This paper proposes an algorithm for supporting contet-  applications is the selective dissemination of data to g ver
based publish/subscribe in which subscriptions can spegifa large number of geographically scattered users.
range of interest, and publications a range of values. The |arge-scale pub/sub applications currently require aelarg
algorithm is built over the Pastry distributed hash table and company’s resources to deploy and administer [22]. A system

is completely decentralized. Load balance is addressed byls . .
scription delegation away from overloaded peers, and a boom could require dozens or hundreds of servers placed atgitrate

up tree search technique that avoids root hotspots. Furthenore, Points across the globe in order to handle the load, and
fault-tolerance is achieved with a light-weight replicaton scheme trained personnel are needed to monitor the network and

that quickly detects and recovers from faults. Simulationssupport  strategically deploy servers and network bandwidth tolueso
the scalability and fault-tolerance properties of the algeithm. the bottlenecks. For example, many popular Web sites on
the Internet use the Akamai content distribution system to
cache the Web site contents across the Internet. The ityabili
or unwillingness of many large corporations to perform this

This paper addresses the problem of developing a fullgsk themselves underscores the complexity of the Akamai
content-based publish/subscribe (pub/sub) system onftap dnfrastructure management.
structured peer-to-peer (P2P) overlay network. The object The proposed design in this paper virtually eliminates
is to support infrastructure-less data disseminationiepidns pub/sub infrastructure costs. Instead of requiring dddita
at Internet scale. Similar objectives are set forth by ptsje servers, the users’ resources are automatically used tevach
such as PIER[]Z21] and PePeR14]. PIER aims to buiidfrastructure-less scalability. In addition, the desigalf-
traditional database functionality on top of a P2P networkrganizes to adapt to bottlenecks and faults so no personnel
while PePeR supports range queries of data tuples stored iis aequired to administer the network.

P2P network. However, neither of these approaches realiz&his paper develops algorithms for implementing content-
pub/sub semantics, which are fundamentally different frobased pub/sub semantics on top of a distributed hash table
database query semantics. In pub/sub, a large number(BHT) peer-to-peer overlay network. The challenge is that
“queries” must be continuously matched against a streamthe DHT interface only supports exact name lookups. The
incoming data. Unlike databases, which index the data, moblem now becomes one of supporting content-based pub/
pub/sub, it is the queries that must be efficiently indexesib matching semantics on top of the DHT interface. Interest
in the P2P network. Projects such as Scribel [13], suppamt content-based pub/sub, expressed through subsciption
the less expressive channel-based pub/sub model on topcaftain a conjunction of predicates, where a predicate can
a P2P network. However, the channel-based model is sevemtpress interest ranges, constraints, or Boolean conditiver
restricted and can not encompass the content-based ma@dlie ranges. Supporting these kinds of queries solelydbase
underlying our work. on name look-up is a difficult problem. For example, consider

Content-based pub/sub]17[.-J16] is a model whose provansubscription with a constraint “alert = warning”. A hash
scalability and ability to decouple data producers from-cotable is ideally suited to such exact value lookups. On the
sumers lends itself well to large-scale information dissem other hand, a range constraint such as “pric&0 AND alert
tion applications on the Internet. There has been muchmesea= warning” requires separate lookups for each discreteevalu
regarding both pub/sub matching algorithriis] [17], [8].][32]ess thanl0. This can be prohibitively expensive or impossible
[15] and distributed pub/sub routing protocdIsi[10], [7]. when the constraint is over a floating point data type.

IBM, for example, used a pub/sub system to deliver real- The main contributions of this work include the following:
time tennis match scores to millions of users around thel) A distributed content-based pub/sub matching algorithm
world [2Z]. Another possible application is an auction $egv is developed based on DHT primitives. The algorithm is
such as eBay to notify buyers and sellers of bids on certain designed to avoid hotspots, and manage them when they

I. INTRODUCTION
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do occur. In addition, pub/sub semantics are extended toA DHT is a distributed version of a hash table. It stores a
allow publications with ranges. (key,value) pair at some node in the network, with the core

2) An extension of the above algorithm is devised thatperation of a DHT protocol being the ability to map a key
imposes no fixed global schema on the system. This a node and efficiently route messages to this node.
is a key benefit of this protocol as opposed to related The Pastry[[26] DHT stores (key, value) pairs where the
approaches. value is a sequence of bytes and they is a 128-bit number.

3) The above algorithms are evaluated in a simulatiddach peer in the DHT network is addressed by a 128unite
environment and demonstrate the scalability and faultientifier. The key and nodeid are a sequence2bfdigits
tolerance properties of the algorithms. and belong to a circular 128-bit identifier space. The keybs an

Sectior presents a background on the pub/sub model ahepeids are generated by the SHA-1 cryptographic hash to

P2P networks. SectidiIl describes related work in bugdinensure an even distribution of keys and nodeids around the
pub/sub systems and databases over a DHT. In Segibn identifier circle.
the distributed pub/sub matching algorithm is developad, a Pastry maps keys to the node with the numerically closest
Section[¥ describes distributed pub/sub issues other tha@deid in the identifier circle such that in a network with
matching. SectiolLY! evaluates the algorithm, and Segfiih Wnodes andK keys, each node stores/N keys with high
completes the paper with some concluding remarks and dgobability.
cussion of future work. A prefix routing algorithm ensures each hop of a message
is sent to a node that matches the destination nodeid by
1. BACKGROUND at least one more digit. This routing algorithm is able to
route a message to the destinationling,, N'| overlay hops,
At requiresO(log N) node state to achieve this routing
performance.

To keep this paper self-contained, this section present
brief overview of the pub/sub model and P2P networks.

A. Publish/Subscribe

Pub/Sub is a data dissemination model with three entities: hi . K h b/sub
the publisher is the data producer, thsubscriberis the In 4 IS section, we compare our work to other pub/su
consumer, and théroker mediates between the two. ThergyStems implemented over a DHT interface, as welllas proto-
may be one broker or a set of distributed brokers. For examp?gls that attempt to support database query semantics on P2P

in a stock quote dissemination application, the publishaula/ networks.

be the stock exchange, and the consumer could be a stock

broker interested in tracking certain stocks. A subscrier A, p2p publish/subscribe
expresses his interest in these stocks by sendsupacription
messages to the broker. The publishe®? communicates the
latest stock updates by sendingpablication messagep to
the broker. Upon receipt gf, the broker forwardg to those
subscribers with matching subscriptions.

In content-based pub/sub, publications consist of a set
{attribute, valué pairs, and subscriptions are a conjunctio
of {attribute, operator, valjetuples, where the operator
can be one of =, <, >, <, >}. This allows subscriptions to

discriminate based on tlententof the publications. This is a filtering capabilities.

more expressive model than channel-based pub/sub in which gaMuIEIi_(r:]ast ||-5] l:_)LrlliIdsl_a_hieraLchic_aI_channel-based |0|Lul@/s
publication is sent to a channel and delivered to all subecsi system. ea gorit m Imits subscription state _store o
belonging to the channel. by dynamically grouping nodes based on their subscriptions

and efficiently routing messages between groups. As with
Scribe, daMulticast's channel-based pub/sub model is less
B. Peer-to-peer expressive than a content-based model.

P2P networks are characterized by the direct sharing ofHermes[[2B] is a content-based pub/sub system built over
resources among the peers in the network. P2P protocols tasm Pastry DHT. It essentially assigns a channel to each
loosely be classified as unstructured and structured. publication and subscription and the matching algorithm de

The first generation of P2P networks such as Napstgenerates to that of Scribe. Unlike the algorithm in thisgrap
Gnutella and Kazaa were unstructured and provided no pktermes’ initial matching algorithm does not discriminate
formance guarantees. The second generation of P2P fetsed on content, and does not address the issue of an
works [28], [26], [24], [31], [1], [19], called structured2P overloaded channel root peer.
networks, are based on a distributed hash table (DHT) inter-Terpstra [[3D] builds a content-based pub/sub system over
face. These DHTs are self-organizing, load balanced,-faulhe Chord DHT. The algorithm creates a separate multicast
tolerant, and provide statistical guarantees on the battbiwitree rooted at each broker. The multicast trees are built by
usage and node state requirements. essentially flooding subscriptions, which may be drast@. T

Ill. RELATED WORK

Scribe [13] is achannel-basegub/sub system built over
the Pastry DHT. Scribe treats a channel natas a key in
the DHT which is stored at peer called the channel root.
Subscriptions are sent towardsand their reverse path builds

1multicast tree from the channel rootto the subscribers.
E)ublications are also sent to the channel root, and then
ollow the multicast tree to the subscribers in the chanasl.
mentioned in SectioBI[HJA, channel-based pub/sub hasdinit



address this, flooding is somewhat quenched by covering auth that neighboring nodes in the CAN network are assigned
merging the subscriptions as they propagate. neighboring intervals. To process queries, requests aredp

Tam et al. [2P] map content-based pub/sub to a channi-a controlled or brute-force manner, to those nodes whose
based one as in Scribe. A globally known schema that specifisterval intersects the query range.
the attribute names, types, and values in the system isregfjui  In PePeRI[[14], each node stores records that fall within that
and indices, each consisting of strategically chosenbates, range assigned to that node. Strategic links are maintained
must be specified. Each publication and subscription is méppmong the nodes to facilitate traversing to a node with the
to several index digests, one for each index. An index digeftsired range. A limitation is that only one attribute can be
is a channel name comprised of the concatenation of timelexed by this structure.
name, type, and value of the attributes in the correspondingn [27], an algorithm to cache queries so they may be reused
index. In this way, content-based pub/sub semantics can ibalevised. It creates 2n dimensional CAN space to handle
achieved from a channel-based one. The system’s perfoamaguaeries on a schema withattributes. Consequently, it requires
is sensitive to the specification of these indices, yet tlefixed schema. As well, although not shown experimentally,
indices need to be manually specified. Furthermore, manuaditl is not designed for cases when the number of attributes in
specified, globally known indices are contrary to the P2® query is much smaller tham, which is probably common
philosophy of minimal administration. in many database applications.

Meghdoot|[18] is a content-based pub/sub system built overMercury [8] assigns sets of nodes to bebs for each
the CAN DHT. Meghdoot requires a static, globally knowmttribute in the system. These hubs index data tuples con-
schema of the pub/sub attributes in the system. For a syst@&iming that attribute, and handle queries with that aiteb
with k& attributes, it constructs a CAN space of dimensioA limitation of the Mercury algorithm is that a multi-attxike
2k, with subscriptions mapped to a point in the CAN spadguery is decomposed into a set of single attribute queris th
and stored at the responsible node. Publications thenr§@vemust be processed sequentially or in parallel.
all regions with potentially matching subscriptions. Weelfe In [2], the design of a P2P database focuses on issues
that this is the wrong approach: pub/sub workloads typicalbf load balance and constructing large distributed indexes
have many more publications than subscriptions, and it daggickly. This differs from the traditional assumption tltkita
not make sense to optimize subscription state (a subsmmiptis added to the database, and hence indexed, slowly over
is only stored at one peer in Meghdoot) at the expense tofie. In the pub/sub case, we assume that the items to be
publication matching load and delay (publications are edutindexed (the subscriptions) are stable relative to theuteaqy

to multiple peers). of publications.
Baldoni et al. [[6] map publications and subscriptions to bit
strings. However, publications and subscriptions are redpp IV. ARCHITECTURE

multiple nodes, with large ranges generally mapping to manythere are two main facets to a distributed pub/sub algo-

nodes with the requisite need to be indexed by more nodgg,m: matching publications with subscriptions and moai-
We, however, present a protocol that indexes subscriptiofify publications to interested subscribers. This sedtonses
at only one node, and replicates this index for load balangg the former problem in the context of a P2P network.

only when tf]e index node becomes overloaded. Also, asdiy/sub multicast is a simpler problem and is addressed in
Meghdoot, [6] requires a global static schema of known puglectiorlﬂ.

sub attributes. The channel-based pub/sub problem has been addressed in

P2P networks without the use of static treles| [13]] [25]] [33]
B. P2P databases However, the technigues used in channel-based P2P pub/sub

Motivated by similar arguments as for developing a puk():anOt be trivially extended to content-based pub/sub i P2

; . . hetworks. The problems become evident when subscriptions
sub system over a DHT, such as infrastructure-less scig§abil . P P
with range predicates are used.

there have been attempts to build a relational database 0 espite the benefits of structured P2P networks, it is non-

top of a DHT EZP network. Hovs_/ever, tgchmques from theﬁﬁvial to build a content-based pub/sub system over a DHT.
database solutions are no_t readily applicable to pub/shb. In, particular, a hash table is not well suited for performing
database problem of finding all data that match a specified '

query is in many ways the dual of the pub/sub problem ?nge queries. It is typically necessary to “walk” the range

finding all “queries” (subscrioti that match ven ta % find all matching entries in the hash table. For instance,
(publi?:ationq) ( riptions) that maich a given tafa a lookup for all keys in a hash table with value between 1

I . . d 10 requires individual lookups for keys2, ...,10. This
. tPIFR Lzlja']l’E-éU] IIS a da:abda_\?e quler)ll ?_nglnde ?ut')lt overa DH roblem is exacerbated when the data items are continuous
intertace. relaxes traditional relation databaseastirs floating point) values. Finally, range queries in a disttéal

such as guaranteed co_nS|ster_10y_ and atomic transactloné))gltem introduce issues of data placement and query routing

order to achieve a massively distributed database.
A technique to perform efficient database range queries on o . ]

data stored in a DHT is developed ifil [4]. Intervals of thé: Distributed multidimensional matching

range being indexed are assigned to nodes in the network, an/e develop a distributed data structure that can match

nodes are globally ordered in a d-dimensional CAN DHTI [24hultiple attributes simultaneously. This algorithm, reéel to
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MAPPING FROM PUBSUB TO SPATIAL TO NETWORK DOMAIN

as distributed multidimensional matching (DMM), maps the The mapping from the pub/sub domain to a spatial domain
pub/sub matching problem to a multidimensional indexinipr multidimensional indexing is as follows: (1) & dimen-
problem. sional space is created, whetieis the number of unique

To facilitate the discussion, we temporarily require tie t attributes (name and data type) in the pub/sub domain. (2)
set of all attribute names and domains is globally known. Wevery attributes; in the pub/sub domain maps to a dimension
remove this constraint in Secti@Ty¥-C. d; in the spatial domain.

Unlike traditional pub/sub semantics, the DMM algorithm A d-dimensional spacé is managed by a binary search tree
also allows publications to support inequality constrmias that represents a recursive subdivision of the universesiab-
in subscriptions. For example, it is possible for the “hgighspaces (regions) by means df{1)-dimensional hyperplanes.
attribute in a publication to have a “value 3”. In addition, The hyperplanes are iso-oriented and their direction sycle
an attribute’s value in a subscription can now be bound tBrough thed possibilities. Ford = 3, splitting hyperplanes
another attribute’s value in the subscription. For examaple are alternately perpendicular to the, y-, and z-axes, with

subscription can express interest for publications witight €ach hyperplane dividing a region in half. Each regiohas
> 3” and “length< 2 % height”. a corresponding node(r) in the search tree.

1) Mapping pub/sub to multidimensional indexings a Each region is addressed by a bit string, called a z-code, and
running example, we will use the four subscriptions ani§ associated with one node in the tree. Fiddre 2 presents the
publications in Figur§ I{R). Notice in the second subsionipt algorithm to convert an integer attribute to a z-code. Zesod
the ability to constrain the value of the “weight” attribue for string attributes can be computed by converting thegtri
the value of the “price” attribute. Also notice that the sedo 0 an integer (assuming the maximum string length is known).
publication allows attributes to have a range of valuessax$t 1he z-code of a region is computed by interleaving the z-sode
of a single value. That is, unlike traditional pub/sub setican Of the corresponding ranges of each dimension that cotestitu
that require publications to be a set{afttribute, valug pairs, that region, as shown by the algorithm in Fig(ite 3.
we allow publications to be a set fattribute, operator, valje  Figure [I{B) shows the spatial domain representation of
tuples. This allows for more expressive publication semsant the subscriptions and publications from Figyre JL(a). Both
For example, a temperature reading can easily specify tiwe “price” and “weight” attributes have values in the range
precision of the measurement, by indicating a range of galu@®, 100]. For clarity, only some of the splitting hyperplanes
for the temperature. are shown, and only some of the regions are labeled with



Algorithm IntAttributeToZCod@val, uval, lbnd, ubnd)
(x Value is [lval,uval] and bounds are [Ibnd,ubnej

inactive nodes, respectively. An inactive node is simply a

1. 1« lbnd node that has yet to be created by the search tree; that is,
g- Zc‘_ “r?”"d neither n; nor its descendants store any subscriptions. An
4. lastlter — false active noden,4 that is overloaded can activate its children
5. repeat nodes and delegate its subscription to these nodes.

6. me 5 In Figure[I{d), Subscription1 and Subscription2 are stated

7. if lval <m Auval <m .

8. then u = [m| nodes)1 and00, respectively. If nod@&1 becomes overloaded,

9. zc — zc. Append(0) it can activate node810 and 011 and move its subscriptions

i(l’- else 'fiﬁgfi mf\ﬁ”al >m to these nodes. Subscription2, for instance, would havesto b
12 e th.Append(l) moved to both node810 and 011 since Subscriptionl inter-

13. else (+ Doesn't fit in either halfx) sects the regions corresponding to both these nodes. On the
14. stop other hand, when nod# becomes overloaded, Subscription2
15. lastlter — | ==u . . .

16. until lastIter only needs to be moved to its left child, no@60, since

17. retumn zc Subscription2 does not intersect the region indexed bygts r

Fig. 2
Z-CODE OF AN INTEGER

Algorithm AttributesToZCodgttrs)
(x Return the z-code of the specified attributgs

child, node001. The intersection of subscriptions and regions
can be determined visually from Figyre J(b) or algorithrijca
by computing whether the z-code of either the subscription
or region is a prefix of the other. Figufl@ 4 shows the state
of the tree after both node¥ and 01 have delegated their
subscriptions to their children. Note that this figure orilpws

1. (« Determine the minimum z-code of all attributes. the left subtree of the root, and has an addition level coetpar
2. minlen «— MinZCodeLength(attrs) .

3 to Figure[T(Q). o _

4.  (x Weave zcodes into one) Notice that subscriptions are only storedchativeleaf nodes
5. zc e nil in the tree. So even a subscription with very general coimssra
6. fori - 0to minlen = 1 il only be stored in a fraction of the total (active and
7 do for attr € atirs will only be stored in a fraction of the tota (active an
8. do z < ZCodeO f(attr) inactive) nodes in the tree.

9. bit — GetBit(z,1) 2) Mapping multidimensional indexing to a DHTEach
10 zc — zc.Append(bit)

11

. return zc

Fig. 3
Z-CODE OF A SET OF ATTRIBUTES

regionr with z-codez has a corresponding nodgr) in the
tree. The information of each node is stored at the pger(as
determined by the DHT) in the network. It is important to note
that given the z-code of a region peers can independently
find p(r).

Figure [I{d) shows the peers organized in an identifier
circle [2€], indicating the peers responsible for the atiodes

their z-codes. For example, the large white region on th&t rigin the DMM search tree in Figug_T]c), and ordered edges
has a z-code of, while the shaded upper-left region has @etween these peers illustrating the parent-child relatigps
z-code of01. The top and right axes are labeled with the zn the tree. Notice that neighbors in the search tree are not
codes of the indicated portions of their respective dimemsi necessarily neighbors in the DHT.

Consider the region with z-codez(r) = 0010. This region's e start out with a single root pegfs) for the entire space.
“price” dimension has a z-code af,(r) = 01 as indicated |n order for both publishers and subscribers to find this,root
by the label at the top, and its “weight” dimension has a 2 5) can be the hash of the attributes in the system (which
code ofz,(r) = 00. As mentioned above;(r) is derived by s known to all peers). This global requirement is removed in
interleavingz,(r) and z,,(r). SectionT%Q.

A subscriptions is stored at all the leaf nodes(r;) in Subscriptions are sent to the root pgéf) and flow down
the search tree such thatintersectss. Thus the insertion or to the appropriate leaf nodes. To avoid the root node from
deletion of a subscription may require the traversal of ipléit becoming overloaded, an eveatflows up the tree to find
paths from the root to leafs of the tree. Note that a leaf no@gatching subscriptions. We can find the smallest regitmat
with an excessive number of subscriptions can create twaclosese, and sende to p(r). If n(r) doesn't exist in the
children and move a subset of the subscriptions to each.chilf¢hary search treep(r) forwardse to its first ancestop(r’)

The splitting/merging of regions is done dynamically. Iethin the tree.
number of subscriptions stored at a node) reaches some 3) Algorithm: The propagation of a subscription goes
threshold, then region is split intor’ andr”, and new nodes through two states. First, the subscription goes through th
n(r') andn(r”) are created. The z-code of the new region finding treestate in which it travels towards the DMM tree. In
(") is the z-code of- with bit 0 (1) appended. this state, every peer along the subscription path storestan

Figure [I{d shows the search tree corresponding to timeits subscription table; the reverse path of these sutsenis
subdivision of the space in Figufe_1|(b), and to simplify this used to build the multicast tree. Once the subscriptian ha
presentation, the figure only contains four levels of the.trefound a node in the tree, it then goes into tiireding leaf
In this figure, the solid and dotted nodes represativeand state. In this state, the subscription travels up or dowrtrie



searching for an active leaf node; the subscription is rioest can be mapped to a closed range within the dimension
in the subscription table in this state until it reaches aivac corresponding to the “name” attribute.
leaf node.
Publication propagation is similar to that of subscripionC. DMM with attribute roots (DMM-AR)
but has three statefinding tree finding leaf andmulticasting We now extend the matching capabilities of DMM to no
Every hop of a publication in the finding tree state look®nger need a global schema, and therefore not suffer frem th
for subscriptions in the subscription table that matches throblems associated with indexing high dimensional spaces
publication. If one or more matches exist, a copy of the We create a multidimensional spaéefor every combi-
publication is made and sent to matching subscribers. Tihistion of attributes in the system. These spaces are created
publication copy goes into the multicasting state, while thdynamically as needed when the system sees new attribates, s
original continues in the finding leaf state. As with subygcri there is no need to pre-specify all the attributes in theesgst
tions, once a publication reaches a node in the DMM tree,Iif eachS with d > 1 we choose an attribute, to be the
goes into the finding leaf state to search for an active leaprimary” attribute ofS. A noden(r) in the tree representation
No multicasting is done in the finding leaf state until thef S is mapped to a peer by using the underlying DHT to hash
publication reaches an active leaf node. the concatenation of the names of the attribute$ @nd the
The propagation of the publications from Figyfre J.(a) arecode ofr. The root node ofS has a null z-code.
illustrated in Figurd4. Notice how the publications aretfirs Consider a subscriptios with predicates containing at-
routed to the node corresponding to their z-code. For pabliaributes a;, a2, and as. We construct our multidimensional
tions without ranges, this will always be a leaf node (whicktructure with ad = 3 spaceS for these attributes, with say
may be inactive). Then it traverses up or down the tree &, as theprimary attribute Subscriptions is stored in this
find an active leaf, where it is matched with any matchingtructure as described earlier. The node in sp&dbat ends
subscriptions, and then multicast to the subscribers. up storing subscription then sends to the one-dimensional
Notice that the DMM matching algorithm matches alspaceS; consisting of attributes;. This ends up creating a
attributes in a publication simultaneously, instead ofahatgy subscription chain from the subscriber to a node in strectur
each attribute separately and combining the results. S to a node in structuré;. This propagation of subscription
is shown in Figurdls.
Events are sent to the one-dimensional space for each
attribute in the event. Consider evenwvith a; = v1, a2 = v9
The DMM algorithm supports any attribute types that sainda, = v4. The publisher calculates the smallest regign
isfy the following properties. First, attributes have a Wmo in the spaceS; that encloses; (based on the pre-specified
domain. For example, a “weight” attribute may be knowgranularity), and sendsto p(r1). This will result ine being
to only have values in the rang@®,300]. If the domain sent to the node in spac® that contains subscriptions whose
is not specified, the bounds of the data type are used By attribute matches. This node in turns sendsto the node
default. For example, the default bounds of a 32-bit signéal spacesS that contains subscriptions whose, a2, andas;
integer argl—231, 23! — 1]. There is also a known granularityattributes matcte. This node then finally multicasts to the
for each attribute value. For example, a “length” attributenown subscribers. The publisher, also seads somep(rs)
might have a granularity of 0.001m. The granularity is useshdp(r,), ande might be forwarded to some other subscribers
to terminate the recursive indexing algorithm. Note tha thfrom there. The propagation of such a publication is illatsid
actual values can be of finer granularity, but the values areFigure[3.
rounded (temporarily) to the finest granularity for indexin During subscription propagation, the optimal choice of the
purposes. As with the attribute domain, if no granularity igrimary attributea, among a set of attributes; (i = 1..n)
specified, the maximum precision of the data type is used igsnon-trivial. To maximize filtering, that is, to minimizée
the default granularity. For example, the finest graulasitya. propagation of publications;, should be the most selective
32-bit integer attribute is one unit, and the granularityadd- attribute. In other words, it should match the fewest nunafer
digit floating point number is 0.000001. String attributesén publications. At the same time, it is desirable if the prathks
a maximum number of characters. (There may be unboundes$ociated withz,, exhibit a lot of covering. This way the
length string attributes in an event, but these attributeshat propagation of subscriptions, and hence subscriptior sisit
matched by DMM, although they can be filtered while theeduced. Determining the optimal attribute root is left for
event is being multicast.) This allows string values to havature work.
known bounds. For example, an attribute with a maximum It is important to emphasize that the DMM-AR algorithm
string length of four, has a lowest string value of “a” andreates spaces only for combinations of attributes thaeapp
highest value of “zzzz". Finally, there is a known global erd in subscriptions in the system. Furthermore, the creatfom o
of the attributes in the system. The global order can simpdpace is very inexpensive—simply an additional entry in the
be the lexical ordering of all attribute names. subscription table at a node. For example, the first suligmmip
Any operators that constrain an attribute’s value to a dose with attributesa; andas is forwarded to the root peei(.S)
range are supported. This includes the Boolean operators whereS is the space consisting of attributes and az. This
,>,<,>. Also operators such as string prefixes (e.g., “namreot peer “constructs” spacg simply by storing subscription
= ab*”) are allowed in subscriptions, since such constgin in its subscription table.

B. Discussion
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V. OTHER DESIGN ISSUES replica is likely to survive localized network failures. \iéh

Section[I¥ described a distributed pub/sub matching dpis choice of replicas i; similar to that in DHTs.such as (_dhor
gorithm. We now complete the design by discussing othehd CAN, as we describe belpw, we only require a fraction of
concerns in a pub/sub system including the need to multic4a¢ data at a node to be replicated.
publications to subscribers and fault-tolerance issues. 2) Replication data:lt was noted earlier that the only state
that needs to be replicated is the subscription tables at the
. peers. However, the subscription table at a peer can beltrebui
A. Multicast S .

from that of other peers, which in turn can eventually be ilebu

We borrow multicast techniques from traditional contentrom the subscriptions at the original subscribers. Troesf
based pub/sub systems such as Siéna [11]. only the addresses of the peers from which a peer received its

Consider a subscription from subscriberp, that is stored sypscriptions need to be replicated. This information agier
at k peerspy; in the DMM tree, where) < j < k. The to store and transmit than the subscriptions themselves.

path of s from Po 10 Py 18 Poss -3 Pi - ’phj‘_Nf)te that in 3) Failure detection:The failure of a peer can be detected
the DM!V' algorithm, p;; = py,, for every0 < 4,7 < h and using heartbeat messages between the primary and itsagplic
0 < j,j’ < k. Thatis,s follows a single path until the hop ;5 tradeoff between heartbeat frequency and failuredet
beforep;, at which point the path fans out to eaph;. SO, in speed. However, a cheaper method is possible. Consider
without loss of ambiguityp; is used to refer to any;,. peerq in Figure[®. Suppose publicatidd (which is hashed to

To achieve multicast, every pegy, where0 < i < h and node idk) would normally be sent to pegrin the DMM tree.

0 < j <k, stores(s,p;1,) in @ subscription tablél’s 10 N, if 4 fails, P would get sent to, the next closest peer
remember the peer that sent it the subscription. Thesesta k. The receipt of publicatioP at peerp tells it that peer

build a multicast tree from a DMM tree node to all subscriber(?has failed, and that it should take over fprThis algorithm
that have sent an event to the tree. When an evesteceived o,ires at least one successor and one predecessor teplica

at a peep;,, it forwardse to all peersp such that(s, p) is in o5 1re that any message originally intended for the primary
T's and event matches subscription will be sent to one of the replicas.

It is important to note that this failure detection algonith

B. Fault-tolerance also moves state to the correct peers as peers arrive ared leav
In a distributed pub/sub system, the only state that needdfi§ system.
be maintained are the subscription tables. 4) Failure recovery:When a replica detects that a primary

1) Replica selectionWe employ a replica selection algo-peerg has failed, it needs to recover the subscription state at
rithm: the replicas of a peer are chosen to beriguccessor gq. It does this by requesting all @fs children to resend their
and predecessor peers in the identifier circle, where the subscriptions. Note that it is not necessarily that allg&f
number of replicas per peer. For example, in Figdre 6, witthildren will send their subscriptions 0 Some subscriptions
r = 2, ¢'s replicas arep and r. Since nearby peers in themay be sent to a peer that is closer to the hash of the z-
identifier circle are likely to be geographically dispersad code and attribute names of a subscription. This autoniigtica
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ensures that subscriptions are migrated to the correctspeerAn implementation of the DMM and DMM-AR algorithms
after a failure. has been implemented on top of SimPastry. The implementa-

In summary, the fault tolerance algorithm described abovien includes the matching algorithms described in Seddn
uses a light-weight replication scheme that detects feslurand the multicast and fault-tolerance features outlined in
based on the presence of an unexpected message receiptSédior¥.

call this active failure detection, as opposed to the passiv The main metrics are the load on the system, measured in
failure detection used by the absence of peI’IOdIC beacons frterms of Storage load on a peer, and the qua“ty of serviae see

the primary peer. by the user, measured by the latency of delivering pubboasti
and the percentage of successfully delivered publications
C. DMM tree cache The simulations where performed on a transit-stub network

In the DMM tree in Figurdd?, a publication sent to this tregenerated by the GT-ITM topology generator. In the simula-
must traverse from an inactive leaf notlep until it reaches tions below, each router in a transit domain is connecteahto a
an active nodd’. While this ensures that the root node isverage of 10 stub domains, with each stub domain having
not unnecessarily overloaded with messages, the multgge han average of 10 routers. Intra-domain connections have
that the publication travels can be expensive. an average latency of 50ms, while inter-domain connection

We introduce an optimization here that retains the benefitgencies average between 100ms and 500ms. In total there ar
of searching from the leaf up, but alleviates the repeat&@50 transit and stub routers. Each peer randomly conrects t
bottom up traversal, by caching information about the DMMne of the stub routers with a 1ms latency LAN connection.
tree at various peers in the network. Unless otherwise stated, there are 5000 peers, 100 of which

In the TreeCache optimization, a publication or subsaipti are publishers, and the remaining peers are subscribens wit
messagen stores the final hopin the finding tree state. Whenthe subscriptions evenly distributed among these sulestib
m finally reaches the active leaf nodlein the DMM tree, the It is assumed that 0.1% of the messages transmitted in the
peer corresponding to nodé will send a Treelnfo messagesystem are randomly lost.

to peert notifying it of the existence of nod&. Any future  ynless otherwise specified, the DMM-AR algorithm with
publications or subscriptions that traverse through peean sybscription covering is used in the simulations. Subtionig

be direCtIy sent to nodé&. Stale tree caches do not affect th%_re beaconed every 30s, and expire after 60s. Tree cache
correctness of the algorithm. If a publication is sent towlne jnformation is beaconed every 15s and expires after 30s Eac
inactive nodel in the tree, the regular publication handlingimulation run begins with a subscription phase during whic
algorithm will ensure that the publication finds an activafle Subscription messages Spaced 10ms apart are sent for each

node. subscription in the system. 40s after the final subscripigon
The experiments in SectiddVI show that this optimizatioBent, each publisher begins to publish at some random time
is effective and has little message overhead. within 10s, and then continues to periodically publish gver
10s for a total of 100s. Each publication and subscription is
VI. EVALUATION generated as follows. There are 10 attributes in the system

The experiments are run on SimPastry, a Pastry simulaith each attribute having a uniqgue name. Each attributa is a
tor that has been used in published research on the Pasttgger in the range [1,256] having finest granularity ofhilig,
protocol [13], [12]. SimPastry is a discrete event simulateach attribute has a maximum z-code of 8 bits. A subscription
implemented in C# that simulates a network generated fraronsists of a random choice of 1 to 5 of the 10 attributes. For
the Georgia Tech Internetwork Topology Model (GT-ITM)ach attribute, the lower and upper values are chosen rdpdom
generator[[P]. Note that only network latency costs are siméthin the range [1,256]. A publication consists of a random
ulated in these experiments, under the assumption thak lochoice of 1 to 10 of the 10 attributes. For each attribute, the
computation is dominated by network latencies. lower and upper values are the same, and chosen randomly



within the range [1,256]. 10000 e
leaf subs  x
tree subs  *
A. Subscription scalability 1000 | ° |
In this section we study the scalability of the algorithms 5
with respect to the number of subscriptions in the system, L
The number of subscriptions is varied, and various metric8 ;4 L W%@ |
are studied. g xx e
1) Delivery rate: The most important metric is the de- L Xﬂ"%
livery rate, which measures the percentage of publications X%Xxx yﬁ@go . |
successfully delivered to subscribers. Figilre 8 showsttieat o Kook o
DMM-AR algorithm with the TreeCache information delivers S xoomom  x
virtually all the publications. Some loss is inevitable due . | o m e E
to message losses in the system. We do not show results 1 10 100 1000
with acknowledgments to make the difference in delivery subtable size
rates among the algorithms more evident. The use of the Fig. 14
TreeCache optimization improves the delivery rate in the SUBSCRIPTION STATE

DMM-AR algorithm. This is because the optimization reduces
the number of hops a publication or subscription travels and

thus reduces the likelihood of a message loss. Furthermore, _ ) )
the DMM algorithm both with and without the TreeCachd&nOre subscriptions, and hence will require more messages

optimization has a worse delivery rate than DMM-AR. Thid2 e delivered to all subscribers. Figrd 11 shows that with
is because publications travel longer paths in DMM compar&goo _subscr|pt|ons,_ It requires abouft 7 publication messag
to DMM-AR (see SectioftYIAR) and hence are more Iikel}o _del|ver the publication to each interested subscrler_. I
to experience a send omission failure. Is important to note that this number counts the physical
2) Message costFigureld shows the total message counEOpS, tha}t a publication traverses; this is a very low count
for the DMM and DMM-AR algorithms with and without the considering the fact that the DMM-AR algorithm requires

TreeCache optimization. First note that the total number 8 Extra Ileverll of _'nd:e%'ﬁ_?_ tobthe attribute I‘OOE,' and that |
messages grows sub-linearly with the number of subscn’;;tioeaC _overiay hop In t € substrate correspon 'S to severa
ysical hops. The figure also shows that that the increrhenta

in the system, so the algorithm is scalable with respect ’P& N o . L
message cost. The DMM-AR algorithm has a much low&PSt of delivering a publication to an additional subsdoipt
message cost than DMM. This is because the DMM-A iminishes with the number of matching subscriptions in

spaces are smaller, resulting in smaller trees that neee toﬂ%e system. This confirms that the DMM-AR algorithm sl

traversed to find matching subscriptions. Also, we see typvides the ad.vantag.es of multicast publicatipn delivery
TreeCache helps to reduce the message cost in the DMM- &) Comparison with HermestHermes [23] is a content-
AR algorithm, but has little effect on the DMM algorithm.Pased pub/sub system that requires publications and spscr
The latter is because the DMM tree is much larger than tH@NnS t0 be assigned to a topic. Publications and subsonpti
DMM tree and therefore there are fewer cache hits in wiff® forwarded to the topic root, as in Scribel[13]. The key
the TreeCache optimization. Also, the DMM algorithm SLgferdlffererjce with Scribe is that publications are filtered @s
from a larger message cost than the DMM-AR algorithn®" the_lr cqntent as they propagate. Although thg algorlthm_s
This again is due to the longer paths that publications taR&e quite different, the message cost of Hermes with one topi
in the DMM algorithm. The TreeCache optimization does nét @lmost identical to that of the DMM algorithm with the
improve this cost because, as explained in Sem_A.yeeCache optimization. Due to lack of space, we point the
the effectiveness of the cache is diminished when inforonati €ader to FigurBl9 where the Hermes algorithm's message cost
about the relatively larger DMM tree needs to be cached. 1S @lmost identical to that of the “DMM cache” case.
Figure[ID shows a breakdown of message costs for the3) Publication delivery latencyFigure[I2 shows a scatter
DMM-AR algorithm with TreeCache. First we note that thélot of the average latency to deliver each publication tthea
relative number of TreeCache messages is almost non+eistlatching subscriber with the DMM-AR algorithm. We see
and the periodic beaconing of subscriptions does not cauself?at the average publication takes about 15s to be delivered
excessive message load compared to the publications; geessd'e large delay is primarily due to the need of publications
cost is dominated by publication messages. We note aghmving to traverse multiple hops from the bottom of the tree
that the message cost grows sub-linearly with the numbertgvards the root. This hypothesis is verified by Figliié 13
subscriptions—a ten fold increase in subscriptions froa010Sshows that the TreeCache optimization both works quickly
to 10000 results in a less than five fold increase in messag@Rd has a large impact. It only requires about 20s to populate
To emphasize the sub-linear increase in message cost cache sufficiently to drastically reduce the delivetgray
ure[I] plots the message cost normalized by the numberohfmost publications from about 15s to about 3s. We also see
expected matches. We choose to normalize by the numbeff#t the average delivery latency is very close the minimum,
matches because we expect that a publication that match@ghere is little room for improvement to this optimization
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4) Subscription stateFigure[I# illustrates the distribution 100
of the subscription state among the peers in the network. A
peer’s state is taken to be the number of subscriptionsdstore
at that peer. The figure shows the number of peers that have
a particular subscription table size. A point on the grapthwi
an x-value of 10 and y-value of 100 means that there are 10
peers that store 10 subscriptions. Three sets of plots aresh
the total number of subscriptions, the number of subsornigti
in the leaf state and the number of subscription in the tre@
state. Recall that subscriptions in the leaf state are dtore
in the DMM (or DMM-AR) tree for matching publications
with subscriptions, while those in the tree state are stéoed
maintain multicast paths and are used to multicast puindicst 0 ' '
The figure shows that most peers have very little total state, 200 400 600 _ _800_ 1000 1200 1400
while only a few peers have a large state. This effect is more publication time (s)
pronounced for the tree state subscription compared teetfe | Fig. 17
state SUbSCfiptionS. DELIVERY RATIO WITH FAILURES

The skewed subscription state is due to the fact that the
load balancing algorithms do not attempt to balance system
load. Instead, each node individually determines when it is Together, FigureE15 ald]16 demonstrate that the matching
overloaded, and initiates subscription delegation if meled algorithm is not affected by the complexity of the subscrip-
In this way, more powerful nodes will assume greater loatlons. In addition, our results indicate that the publicati
This is desirable since unnecessary subscription detegatilatency does not vary greatly with increasing subscription
while contributing to load balance, will increasing rogtipath dimension. So, the complexity of subscriptions has minimal
lengths. The point is that load balance in itself it not alsayeffect on the quality of service (as measured by delivery
desirable; load balance is used here as a means to allow ndeesncy) experienced by a subscriber. Also, as before, the
to assume as much load as they desire. TreeCache optimization helps to greatly reduce the dsliver
latency of publications.

The speed with which the TreeCache optimization reduces
publication delivery latency, and the distribution of thebs

In this experiment the number of dimensions in a sulgcription state is similar to the results in the previougisec
scription is varied, to measure the effects of more “coniplex
subscriptions. Each subscription has a fixed number of &- Fault-tolerance
tributes. A subscription with more attributes is more si&¥e¢  |n this section, we study the resilience of the algorithm
and hence fewer publications will match it. This will, amongg faults in the network. The workload consists of 1000
other things, decrease the message load on the system. TR@#@criptions, and an aggregate publication rate of 100 per
secondary effects are removed by constructing a workloatd thninute. At the 400s mark, 1000 of the 5000 nodes in the
has the same number of matches regardless of the numi@ivork simultaneously crash, that is, they no longer send o
of attributes in the subscription. This is done by randombgceive any messages.
choosing the lower and upper bounds of the first attribute Figure[TT plots the delivery ratio of the publications in the
in each subscription as usual, with the remaining attrfbutgystem over time. A Bezier curve is used to smooth the curve
having bounds that cover the entire range. Hence, only thed highlight the trend. The delivery ratio is a ratio of the
first attribute acts to discriminate among publications;@ther number of actual deliveries of a publication to the number
attributes will always match. In addition, publicationsvays of interested subscribers that had not crashed at the time of
have 10 attributes all whose values are chosen randomly. Thiiblication.
workload results in an equal number of matches per subscripThe results show that the correct delivery of publications
tion regardless of the number of attributes per subscriptio resumes within about 100s of the nodes crashing. (While in

Figure[Id shows that the TreeCache optimization increashe figure it seems as though this recovery is closer to 200s,
the delivery rate for the DMM-AR algorithm. Note that thethis is an artifact of the Bezier curve approximation laggine
delivery ratio for the DMM algorithms is less than 20%actual data.) This time is largely accounted for by the délay
and does not appear on the graph. The reason for this pdes underlying DHT to reorganize around the faults. Noté tha
performance is because the DMM trees are very large, atigspite the unreasonably large number of network failures—
the long path from an inactive leaf to an active leaf in thene fifth of the peers simultaneously crash—the network is
tree makes it unlikely a message will survive the entire paghill able to recover relatively quickly.
without a message loss. Figuk€l 16 shows that the DMM-

AR message cost is reduced by the TreeCache optimization. VII. CONCLUSIONS
We also see that increasing the number of dimensions of theDistributed pub/sub systems based on P2P networks can
subscriptions has negligible impact on the message cost. achieve scalability without dedicated infrastructuree Hastry
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