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Abstract.  Content-based Publish/Subscrib e (CPS) is a powerful parad-
igm providing loosely-coupled,event-driv en messagingservices.Although
the general CPS model is well-known, many features remain implementa-
tion speci ¢ becauseof di eren t application requirements. Many of these
requirements can be captured in policies that separate service semartics
from system mechanisms, but no such policy framework currently exists
in the CPS context. In this paper, we proposea novel policy model and
framework for CPS systemsthat bene ts from the scalability and expres-
sivenessof existing CPS matching algorithms. In particular, we provide
a referenceimplementation and several evaluation scenariosthat demon-
strate how our approach easily and dynamically enablesfeatures such as
noti cation semartics, meta-events, security zoning, and CPS rew alls.
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1 Intro duction

To date, many publish/subscribe (pub/sub) systemshave been developed to
provide loosely-coupled,evert-driv en messagingservices[1{6]. In particular, the
Content-based Publish/Subscribe (CPS) paradigm is designedto support ex-

ible and dynamic enterprise applications by routing on messagecorntent rather
than destination identities or explicit network routes. Although the general
CPS model is well understood, many CPS feature details still remain non-
standardized for the good reasonthat di erent application scenarioshave dif-

ferent requiremerts. While someCPS features can be addressedwith systemre-
con gurabilit y [7,8], others are more suitably expressedn policiesthat separate
application requiremerts from infrastructure mecanisms [9,10]. For example,
advanced features such as noti cation semariics, meta-ewerts, security zoning,
and CPS rew alls are appropriate for being realized as policies. These kinds
of novel CPS features depend on being able to dynamically change system be-
haviour and are achievable through the exibilit y of policies. Howewer, no suc
policy framework currently existsin the CPS context. To addressthis problem,

? Extended version of full paper appearing in ACM Middleware 2007 (contains an
additional section on performance overhead).



we presert a cortent-based policy framework that is scalable, expressie, and
extensible. Our policy framework supports a novel approac that applies poli-
ciesbasedon the results of content-based matching. We nd that this approach
enablesmany unique CPS capabilities that would otherwisebedi cult or costly
to achieve. In particular, we presen a novel post-matching policy model capable
of achieving scalableand expressive CPS policies. We also preser a reference
implemertation of our policy framework using the PADRES ' CPS middleware
platform and a number of evaluation scenariosto highlight seweral unique and
novel CPS featuresthat becomepossiblewith our approad.

We rst overview related work in Sec.2 beforepresering the conceptsfor our
policy framework in Sec.3. Our implemertation is preseried in Sec.4, seeral
scenariosusedto evaluate our approach are presered in Sec.5, and performance
evaluation results are preserted in Sec.6. Finally, we concludeand discussfuture
work in Sec.7.

2 Related Work

While there has beenlittle researt to date on policiesin the CPS context, we
are aware of the following related work. Opyrchal et al. [11] addressissuesof
publication privacy in the cortext of pervasive ervironments using a certralized
policy engine.Our work is di erent from theirs in many respectssincethey focus
speci cally on providing accesscortrol on publications. In addition to being dis-
tributed, our policy framework doesnot speci cally target accesscortrol policies
but also generalfeature and service policies such as noti cation semariics. Be-
lokosztolszkiet al. [12] incorporate Role-BasedAccessControl (RBAC) into the
Hermespub/sub system [3]. They addressissuesof policy managemen, broker
trust, and accesscontrol optimization. Our work represetts a di erent approad
to pub/sub policies that targets issuesorthogonal to RBAC in unstructured
rather than structured overlays. Sturman et al. [13] proposea pub/sub architec-
ture capableof messagdransformations. Our focusis not on the transformations
themselwes, but a framework that can support specifying policies on when and
how to perform transformations among other features. In general,we are intro-
ducing a policy model that hassigni cant expressienessbene ts complemeriing
existing work.

Recon gurable pub/sub systemsallow the customization of middleware to
suit the needsof dierent applications. Cugola and Picco [7] addressissuesof
overlay and routing con gurabilit y by implemenrting a modular systemarchitec-
ture customizableat deployment time. Sivaharan et al. [8] present a componert-
basedframework that allows pub/sub systemsto easily cope with the diversity of
mobile and heterogeneousetwork ervironments. Both are exible systemsthat
can be recon gured with dierent pub/sub semarics as necessary Our work
is complemenary becauseit addressesa di erent problem of separating system
policies from medanism, allowing applications to specify how a con gured and
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running system should provide its servicesbased on messagecontent. Indeed,
a benet of our approad is that the main framework can be implemented in
well-componertized, interceptor-based, or aspect-oriented system architectures
without too much di cult .

In the domain of traditional network ervironments, there is already a signi -
cant amount of work on policiesaddressingvarious issuesfrom Quality of Service
(QoS) to network managemen and security [14{16]. Stone et al. [17] presen a
survey of existing network policy languagesand also proposetheir own Path-
basedPolicy Language.Their approadc explicitly declaresthe nodesin a network
path to which policiesare applicable. This approad is clearly not suitable in the
CPS domain sinceit fundamertally conicts with the paradigm of decoupling
clients from messagerouting details. Agrawal et al. [18] presen a policy-based
systemfor autonomic managemen of computing resources However, their work
is again applicable in a di erent domain. The WS-Policy framework [19] focuses
on providing an extensible syntax to expresspolicies betweenWeb serviceend-
points. However, not only is our focuson developing an actual policy medanism
rather than a syntax for expressingpolicies, the distributed CPS domain also
has many concernsnot addressedby end-point interactions suc asrouting. Ex-
isting policy frameworks for traditional network environments generally do not
migrate easily into the CPS domain.

3 Content-based Policy Framew ork

In this section, we introduce the main concepts of our content-based policy
framework and discussthe implications of our approach with respect to policy
composition and application in a distributed CPS system.

3.1 The Post-Matc hing Policy Mo del

Since content-based matching algorithms are an integral part of CPS systems,
the natural intuition is to protect these systemsby enforcing policies before
messagesead the matching algorithm. Although our policy framework supports
enforcing policies before matching, such an approac does not easily achieve
content-based expressienesswithout duplicating the functionality of matching
algorithms and incurring additional overhead. CPS systemsgenerally provide
highly scalable and expressie message ltering capabilities already [1, 2, 20].
By leveraging the high-performance matching algorithms that already exist, it
is possibleto build a policy framework that achievesthe same scalability and
expressienessas the host CPS system itself. The basic concept behind our
policy framework is summarizedin Alg. 1 using an event-condition-action policy
model [21].

In this model, a content-based match event senes as the trigger for policy
application, which involves evaluating policy conditions and executing policy
actions. Hence,we refer to this semariic asthe post-matching policy model. While
the model itself is deceptively simple, it enablesa powerful policy framework



when content-based match occurs
if additional policy condition(s) satis ed then
p erform
Action 1;

Action p, ;

Algorithm  1: Post-matching policy model

sinceany application context that surfacesas messagecortent is alsore ected in
the policy framework. Note that sincewe only depend on the notion of a content-
basedmatch event, this model is applicable to any CPS systemthat performs
matching at the messagegranularity?. The remainder of this paper focuseson
the post-matching policy model even though we also support enforcing policies
before matching in our framework.

3.2 Policy Framew ork Approac h

More formally, our approac assciatesead Iter F (advertisemen or subscrip-
tion) with an optional policy statement T2, which cortains one or more pol-
icy rules. Policy rules specify the conditions to evaluate and actions to execute
when the policy is applied. When a messageM is processedby a CPS broker,
the matching algorithm computesa set = f(Fg;T1);(F2;T2):::(Fn;Th)g of
matching lters F; and their assaiated policy statemerts T; cortaining policy
rules applicableto M . Applying the policiesT; ::: T, againstM involve evaluat-
ing the conditions and executing the actions speci ed in the policy rules of each
policy statemert. The result of applying the policiescould include the rejection of
M for routing, transformations on the format or content of M, or the triggering
of other actions such asbroker state maintenanceand debugging.Esserially , our
policy framework extendsthe CPS paradigm by giving applications the ability
to specify policiesintercepting content-based match ewverts. In Sec.5, we presert
examplescenariosto highlight the bene ts of the post-matching model and this
approad.

It is important to note that the computation of  does not require any
additional processingoeyond what is already performedby the existing matching
algorithm. If M is a publication, then corntains matching advertisemens and
subscriptions as computed by the matching algorithm. If M is a subscription,
then contains matching advertisemerts. For example, supposea client issues
two advertisemerts A; = [(x < 100),(y < 50)]and A, = [(x > 75); (y < 100)]to
its local broker. Policies Ta; and T,, are assaiated with advertisemerts A; and
A,, respectively. When the broker receives a subscription S; = [(x > 25);(y <
75)] that intersects with both A; and A,, the application of both policies T,;
and T, againstS; is triggered. In cortrast, a subscription S; = [(x < 100); (y >

2 This excludes matching algorithms that compressmessagesets into bit vectors, for
instance, but includes topic-based approaches.
% From here on, we will usethe terms \p olicy statement" and \p olicy" synonymously.



75)] would only trigger application of policy Ty, becausethe subscription only
intersectswith advertisemert A,. Supposethere is a further policy Ts; assaiated
with S;. Then a publication P; = [(x; 90); (y; 30)] would trigger application
of all three policies T,1, Ta2, and Ts; against P1. In contrast, a publication
P, = [(x; 30); (y; 30)] only triggers application of policies T;; and Ts;. In this
way, the content-based expressienessof the hosting CPS systemis re ected in
the policy framework.

Although we have discussedour approad in the context of advertisemert-
basedsemariics, theseconceptsare equally applicable in the context of subscrip-
tion-based semartics.

3.3 Implications for Policy Comp osition

Deploying an application in a CPS system involvesthe decomposition of appli-
cation contexts into messagesin this process,the application dewveloper thinks
in terms of event shemag and ewvert space8. Consequetly, it is natural for
an application deweloper to compose an overall policy by designing policies
around the event schemasand event spacesthat make up the application. By
assaiating policies with lters, we implicitly achieve policy composition [22]
with content-basedexpressienessFor example,considera supply-chain scenario
where inventory report publications P; = [(class,eport); (dy; Xi1) i (dn; Xin )]
with many data attributes are issuedregularly. A managemen application sub-
scribing to reports may consider d; to be a critical attribute. As sud, if the
value xj; of that attribute is above a certain threshold, then the client would
like to know the identity of the previous overlay hop of the messagefor track-
ing purposes.On the other hand, if Xxj; is belowv a certain value, then the
remaining attributes are uninteresting so the client would like the broker to
remove them before delivering the noti cation. To achieve this, the manage-
mert application canissuetwo subscriptions S; = [(class=report); (d1 > Xhnign )]
and S, = |[(class=report);(d; < Xjw)] with policies T; and T, assaiated
with ead, respectively. Policy T; = AppendPrevHop() species a single ac-
tion that appendsthe attribute (PrevHopID) to the noti cation while policy

given list of attributes from the noti cation. With thesepoliciesin place, noti -

cationsdeliveredto the managemen application may now have an extra PrevHop
attribute, missingd,:::d, attributes, or both depending on the value of the d;
attribute. Furthermore, the managemenm application is able to specify this no-
ti cation policy without a ecting other clients subscribing to the same events
sincethe policiesare only assaiated with subscriptionsbelongingto the manage-
mert application clients. In this example,policies T, and T, have beencomposed
together to specify a noti cation semaric for inventory reports by leveraging
the content-based Itering capabilities of subscriptions, which already exist asa
fundamental conceptin CPS systems.No additional policy-speci ¢ composition

4 Advertisements or messagetype de nitions.
5 The set of all possible messagesmatching a lter.



language or content-based processingis neededin our approad. In contrast,
a generic policy framework layered on top of the CPS system would need to
explicitly processthe cortents of publications to achieve the sameresult.

3.4 Interception Points in CPS Overlays

The CPS policy conceptswe have preseried sofar are equally applicable in both
certralized and distributed CPS systems][1,2,4,20]. In particular, we have ad-
dressedwhen policy application occurs { either before or immediately after a
content-based match evert. For distributed CPS systemshowever, it is equally
important to addresswhere in the overlay policy application occurs. For in-
stance, are policies only applied at edgebrokers?Or are they applied at every
overlay hop? Sincethere are valid scenariosfor either case,our approac lets ap-
plications specify where policy application occurs basedon interception points.

The three important interception *D
. . RN Edge Internal Edge .-~

points are ingress, egress,and rout-  cjgne ™\ Broker Broker  Broker

ing, which correspond to the brokers ‘ ~ A

at which a messageenters, leaves,and C) ) O )

routes through an overlay. Fig. 1 il-
lustrates the concept of interception
points. Note that for a singleisolated = ~......_._. [ T .
overlay, ingressand egresspoints cor- Q

respond to the brokersat which injec- . Broker
tion and noti cation occurs between Q .O
brokersand clients. However, in a fed-

erated CPS system,ingressand egress Fig. 1. Policy interception points
points correspond to the brokers at

the edgesof sub-overlays.

External

4 Policy Framew ork Implemen tation

In this section, we presen the implementation of our policy framework, which
builds upon the model and approac described earlier. In particular, we describe
the medanismsfor creating, distributing, and enforcing content-based policies
in a distributed CPS system. Our framework is built on top of PADRES [5],
an existing rule-based CPS middleware platform implemented by our researd
group in Java.

4.1 APl and Language

Only minor changesto the API are neededto support our policy framework. The
subscribe(msg) , advertise(msg) , and publish(msg) methods previously used
by clients have simply beenextendedto acceptan optional policy statemert ar-
gumert, resulting in subscribe(msg, policy) , advertise(msg, policy) , and
publish(msg, policy) asthe new API. For advertisemerts and subscriptions,



setPolicy(msgID, policy) also allows for specifying policies after the mes-
sagehas already beenissued.There is a factory classthat can create commonly
used policy statemert objects directly, but it is also possibleto build a policy
statemert from either XML speci cations or a more compact language showvn
in Fig. 2. Howewver, our focus in this paper is on deweloping the policy frame-
work medanisms rather than providing a speci ¢ syntax for writing policies.
This languagerepresers the construction of a single self-cortained policy state-
ment. Each policy statemert cortains one or more policy rules enclosedby the
On(...) keyword and two mandatory parametersthat de ne policy rule types.

The parameter choiceson line 3 spec-

% PO(';CV(Statemem { ify whether the rule is applicable to
n .

3 [Forward | Insert], messagedeing forwarded or to mes-
4 [Advertisement | Subscription sagesbeing inserted into broker rout-
5 | Publication | Unsubscription . .

(75 | Unadvertisement]) { mg tables. The parameter choiceson
8 @matching: [Before | After]? ) lines 4ht0 6 Sl.DECIfylthCh tYIII?e obflmes-
9 @broker: [Ingress | Egress | Routing]* Saget € policy rule 1s applicable to.

%(1) @atiach: [Never | Aways | KeepExising  Lines 8 to 12 shaw optional quali ers

12 @yield_attach: [,la|se'e| ]'True]? that further de ne when and where

13 - _ the policy is applicable. When the

14 If <conditions ..> Then <actions ..> . . .. .

15 Elseif <conditons ..> Then <actions ..> fule is applied, the conditions speci-

16 ed on line 14 are evaluated and the

18 OnException { actions are executedif the conditions

%8 i scondiions > Then <actions > all return true. Subsequen condition

I .
21 11y clausesare only evaluated if the pre-

ceding condition clausefails. Line 18
enclosesconditions to evaluate and
actionsto attempt if an exception oc-
curs when applying the rule. In the following sections, we discusshow this is
usedto specify policies and cortrol how they are applied.

Fig. 2. Policy language

4.2 Creation and Distribution of Policies

Using the new API, both clients and brokers can create policies either when
CPS messagesre rst issuedor by assaiating policies with lIters (advertise-
mernts and subscriptions) at any time afterwards. For instance, advertise(msg,
policy) attaches a policy to the advertisemert when it is issued. The at-
tached policy is routed along with the advertisement and stored by brokers,
who assaiate the policy with the advertisemert. Similarly, subscribe(msg,
policy) attachesa policy to the subscription that is routed through the over-
lay and stored by brokers. The policies stored by brokers can also be set using
setPolicy(msglD, policy) , which updates the policy ass@iated with either
an advertisemenrt or subscription. In general, a policy that routes with a mes-
sagein the overlay is said to be attached, while a policy that is stored by a
broker and linkedto a lter is said to be assaiated. Policies can be attached to
any CPS messagéype but canonly be assaiated with either advertisemens or
subscriptions.



Table 1 summarizesthe available methods for specifying policies applicable
to ead messagetype. For example, publication policies (i.e., policies applied
to publications) can either be specied by policies assciated with advertise-
mernts and subscriptions using the On(Publication) quali er or attachedto the
publication itself, while unsubscription policies can only either be speci ed by
policies assaiated with subscriptions using the On(Unsubscription) quali er
or attached to the unsubscription itself. Similarly, advertisemen policies can
only be created and attached to the advertisemerts they are to be applied to.
Howewer, subscription policies can either be attached directly to the subscrip-
tion or assaiated with advertisemerts as On(Subscription) policy rules. In
the latter case,the @attach and @yield _attach quali ers can additionally be
usedto allow subscriptions to inherit the policy from the advertisemert. That
is, the subscription policy assaiated with the advertisemert can be attached to
the subscription rather than applied normally. These additional quali ers allow
greater cortrol over the speci cation of defaultdgolicy attachments.

Table 1. Speci cation methods for policies.
Policy n Message Adv. Sub. Pub.  Unadv. Unsub.
Adv. Attached
Sub. on(*) Attached
Pub. Oon(*) On(*) Attached
Unadv. on(*) Attached
Unsub. Oon(*) Attached

4.3 Enforcing Applicable Policies

Brokers are solely responsible for interpreting and enforcing the policies applica-
ble to messageshey receive. When a policy is enforcedby evaluating conditions
or executing actions, we sa that the policy is being applied to a messageln
general,if a broker receivesa messageM with a policy Ty attachedto it and M
matchesa setof lters fF;; Fngassaiated with a setof policiesf Ty; i Tho,
then the setfTy ;T1;  ;Thg contains all policies potentially applicable to M.
Howewer, the applicability of a policy rule to any given messagedependson a
combination of the policy rule type and the policy rule quali ers ©. For instance,
a publication matching an advertisemert-asscciated policy that cortains only
subscription rules will not have any of those rules applied to it. Two quali ers
are currently supported to further specify when and where a policy rule is ap-
plicable.

The @matchguali er speci es whether the rule is applied before or after the
messageoesthrough content-based matching. Rule application beforematching
is supported since some policies may require cheding conditions or executing
actions before accepting the messagédor matching. Policies for fast messagdor-
warding that bypassmatching altogether or content-independen authorizations
are more appropriate for application before matching, for example. However,

5 From here on, we will usethe terms \p olicy rule" and \rule" synonymously.



such policies do not benet from the advantages of scalability and expressie-
nessthat are possible with rules applied after matching. More speci cally, a
powerful implication of evaluating rules after matching is that the rules are se-
lectively applied basedon messagecontent. We focus on exploring the bene ts
of post-matching policy rules with our evaluation scenariosin Sec.5.

The @brokerquali er speci es the broker overlay contexts wherethe rule is
applicable and can be any combination of ingress egress and routing as showvn
in Fig. 1 and discussedn Sec.3. Ingressrules are evaluated for messagegrntering
the CPS system, egressules are evaluated for messageseaving the CPS system,
and routing rules are evaluated for messagest internal brokers.

Together, the @matchand @broker quali ers give applications signi cant
exibilit y in specifying when and where policy rules are applicable.

4.4 Framew ork Extensibilit y with Mo dular Rule Elemen ts

The level of functionality achievable 1¢ (A s& B} Then {C} [Policy Rule

in - our framework_ depends on t_he mselt E'}’}Tiﬁn{g' F} @l [® [®
conditions and actions supported in-

side policy rules. In our framework, B (E)

all conditions and actions are imple- I—» © |®
mented as rule elements chained to-

gether inside policy rules. Every pol- O Condition Rule Element
icy rule contains one or more rule el- O Action Rule Element

emert chains. Applying a policy rule
essetially involvestraversingits rule
elemen chains, ewvaluating and exe-
cuting the corresponding conditions and actions as appropriate. Fig. 3 shovs
an example of how conditions and actions are represetied as a policy rule. In
this example, the rule elemerns A; B; C are accessedn order rst. Should the
conditions corresponding to either rule elemeris A or B fail for instance, then
the next chain consisting of rule elemers D; E;F is accessedRecall that a sin-
gle policy statemert may also contain multiple policy rules, one for eat type
of messageat ead interception point. If an exception occurs while traversing
the rule elemens, compensation policy conditions and actions as speci ed in
the OnException clauseshaown in Fig. 2 are accessedFurther exceptionsduring
compensation actions are no longer handled by the policy framework itself and
instead, a meta-ewent (as preseried in Sec.5) that describes the exception is
generated.

Although we have already implemented a number of rule elemeris presened
in Sec.5 that cover a wide range of CPS functionalit y, our framework is designed
to be easilyextensiblewith newrule elemerts in responseto emergingapplication
requiremerts.

Fig. 3. Policy rule structure
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5 Evaluation Scenarios

In this section, we evaluate our policy framework by applying it to a number
of di erent scenarios,demonstrating the expressivnessand exibilit y achieved
using the languagepreseried in Sec.4. Se\eral of thesescenariosrepresen novel
CPSfeaturesthat becomeeasyto specify and implemert using our policy frame-
work. Where appropriate, we also presen experimental data resulting from the
implementation of thesescenarios.We do not include any experimertal data for
scenariosthat are purely functional and instead presert only the assaiated poli-
cies. Since we focus on the post-matching model, all policy statemerts showvn
are implicitly qualied with @matching: After to avoid repetition in presen-
tation. All experiments preseried in this section were run using separate Intel
Dual Xeon 3.xGHz processor,2GB memory systemsfor ead broker or client.
We divide our evaluation into two broad scenariocategories:CPS semariics and
security.

5.1 Specifying CPS Semantic Policies

Sincethere hasbeenno standardization of CPS implementations, there are still
many subtle operational semariics that are open to interpretation by imple-
menters. As sud, it is useful to have a exible CPS system that allows cus-
tomization of operational semartics accordingto the needsof applications. The
following examples highlight how we can dynamically tune system semarics
using policies.

Noti cation ~ Semantics Although the sematrtic of delivering noti cations only
to interested subscribersis well-established[1{4, 6], the actual content delivered
in noti cations typically remainsan implemenrtation decision.However, di erent
applications may want noti cations deliveredto them in di erent forms. Suppose
there is a stream of publications of the form P; = [(class,even}; (a;; Vvi1);:::
;(@n; Vin )]. A subscriber issuinga subscription S = [(class=eveni); (a; > X1);:::
i(ak > Xg)] can optionally assaiate the policy in Fig. 4 with S.
This policy speci es that just before noti ca-

Pogzy(ﬁgitﬁgg”;ubﬁcation) ( tions are deliveredto the subscriber (at Egress
@broker: Egress brokers), they are \trimmed\ to match at-
It § Then {TrimAttributes(} tributes in the subscription. In this example,

b attributes ag+1 :::a, would be removed from

) o ) all P; sincethey do not appear in the subscrip-
Fig. 4. Notication policy  yjon The TrimAttributes()  action automati-
cally selectsattributes for removal basedon the subscription, but other possible
noti cation semariic actions include RemoveAttributes(attributeList) and
KeepOnlyAttributes(attributeList) , which allow a subscriber to remove or
keepa speci ed list of attributes, respectively. Although we expect someperfor-
manceimprovemert from removing unnecessanattributes, it is not immediately
obvious exactly how much improvemern can be achieved becauseof other factors
such as messageheaderoverhead.
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Fig. 5 shows that the e ects of
trimming attributes on network tra c

are still very signi cant in our system W
despitemessagéeaderoverheads.We %1.77 A\

used three dierent streams of pub- ;1-:: s — Received
lications consisting of 10, 20, and 30 <, e~ T TTransmitied

attribute publications. A subscription g

[%]
was assaiated with policies for re- <.’ -~
moving from O to all attributes. The %w -
solid lines for ead stream show the  Z° 5 P P P '
network usageof receiving full publi- No. of trimmed aftributes
cations and the dashedlines show the Fig. 5. Trimming noti cations

network usageof delivering the same

publications if noti cation policies are applied. The values showvn are averages
over 100 publications. Clearly, even remaoving a small number of unwanted at-
tributes could meansubstartial overall network performanceimprovemerts when
delivering to large numbers of subscribers. Since the infrastructure cannot al-
ways predict application workloads, our framework allows applications to help
optimize performance by specifying exactly which attributes are relevant and
should be delivered.

In addition to improving network performance, noti cation policies have
functional benets as well. Transformation from one syntax to another is also
easily expressedusing the samepolicy by using the appropriate action suc as
ToXML() The actions can of coursebe stacked aswell to composemore compli-
cated noti cation policies such as

Then {TrimAttributes(), ToXML()}

that both trims the noti cation and then corverts it to XML syntax. For exam-
ple, suc transformation policies can be usedto create proxy brokers between
di erent CPSinfrastructures that require di erent messagdormats by using the
@broker: Routing quali er and specifying appropriate conditions and actions
sud as

If {AuthenticateReceiver(Domainl)} Then {ToFormatl()}
Elseif {AuthenticateReceiver(Domain2)} Then {ToFormat2()}

The important point is that dierent subscribers may specify di erent noti ca-
tion policies, thereby receiving di erent versionsof the sameevent. Note also
that no condition has beenspeci ed in the policy we show here, but it is easy
to imagine how noti cation semarics can be combined with conditions such as
authentication to achieve accesscortrol.

Distributed Tracing Although keepingthe infrastructure transparert to clients
is animportant CPS feature, applications sometimesneedinformation about the
infrastructure for monitoring or debuggingpurposes.Policies are well-suited for



12

specifying this type of messagecortent augmertation on an as-neededbasis for
applications. For example, considerthe policy in Fig. 6.

This policy speci es that at every broker hop, publications are augmerted
with information about the broker, the load state of the broker, and the total
time spent processingthe publication. When attached to publications, this pol-
icy is applied on a per-publication basisand doesnot a ect other publications
that do not have the policy attached. Consequetly, this is most useful if trac-
ing is only neededoccasionally Alternativ ely, the policy can be automatically
attached to publications by adding the @attach: Always quali er and assai-
ating the policy with an appropriate advertisemert, which would give tracing
information to all subscribers by default. Asscciating the policy with subscrip-
tions would instead allow the augmertation to occur on a per-subscriker basis.
The @brokerqualier and If fg conditions can of coursealso be changedto re-
strict augmertation to certain brokers. The unique combination of content-based
expressieness,policy language,and policy framework gives applications great
exibilit y in choosing a suitable tracing semariic.

The actions showvn here place augmened

PolicyStatement  { data into a binary payload that is part of the
e s Routng  PUblication, but similar alternativ e actions can
instead extend the publication by placing aug-

?heﬁ {AugmentBrokerHostinfo(), mented data into resened CPS attributes. The

AugmentBrokerLoadindex(),  secondmethod would allow subscribers to fur-
1y AugmentProcessingTime(}  1par gpecify noti cation semartics on tracing
attributes even when advertisemen-asscciated

Fig. 6. Tracing policy or publication-attac hedtracing policiesare used.

Meta-Ev ents and Triggers Sometimeseverts in the CPS systemitself can
be of interest to clients and brokers. As sud, our policy framework enables
generating publications basedon system events such as matches occurring un-

der certain conditions. For example, consider the policy in Fig. 7. This policy

PolicyStatement  {
On(Insert,Subscription) {
@broker: Ingress On(Forward,Subscription)  {
@broker: Ingress

If {MessageSizelndex() > 0.8

&& BrokerLoadIndex() > 0.75} If {MessageSizelndex() > 0.8
Then {UninsertMessage(), && BrokerLoadIndex() > 0.75}
Publish("[class,DropMessage] Then {BlockMessage()}
J[cause,'Broker  load P}

,[message,$Message]")}

}
Fig. 7. Meta-event policy
speci es that if a large subscription is injected at a time when the broker is suf-
ciently loaded,then the subscription is not stored in routing tables (uninserted
using the UninsertMessage() action) and also prevented from propagating any
further (blocked using the BlockMessage() action). Furthermore, a publication
is internally generatedby the policy framework regarding this ewvent using the
Publish() action. The variable $Messageinserts the o ending subscription asa
string into the generatedpublication cortent. Internally generatedpublications
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are processedby the same broker that generatedit and treated as a normal
publication for matching and routing purposes.E ectiv ely, this policy speci-
es a simple load resilience scheme where interested subscribers are noti ed of
dropped subscriptions. The dropped subscription event may be relevant to ap-
plications for recovery purposesor to system managemen servicesfor resource
provisioning.

Note that this policy doesnot necessarilya ect all subscriptionssincethe ap-
plication can choosewhich subscriptions are potentially dropped by assaiating
this policy with the appropriate advertisemenrs. For instance, assaiating this
policy with the advertisemert A = [(class = CustomerOrder); (priority < 5)]
speci es that only subscriptionsto low priorit y customer orderswill be dropped
and all other subscriptionswill be una ected by the policy. This kind of policy is
not possiblein normal pre-matching policies or genericpolicy framework layers
without duplicating cortent-based functionality.

Flo oding Semantics In terms of routing e ciency , there are somesituations in
which o oding subscriptions may be preferableto o oding advertisemeris. This
can be the caseif a particular application consistsof many publishers and only
a few subscribers interested in content from all publishers or if publishers are
highly mobile while subscribers are mostly stationary. Our CPS systemis based
on advertisemert o oding by default, but preferencefor subscription o oding
can be speci ed using the policy in Fig. 8.

When attached to advertisemerts, this pol-

PolicyStatement  { icy prevents the advertisemen from propagat-
On(Forward,Advertisement)  { . b d inale brok h . Block
@broker: Ingress,Routing Ing beyond a single broker hop using OCK-

Message(). Furthermore, any subscription that

I Then {BlockMessage(} matches an advertisemert assaiated with this

On(Forward,Subscription) ~ { policy will be tagged for o oding to all neigh-
@broker: Ingress,Routing bours. A broker cancortrol which evert schemas
It { Then {FloodMessage()} are o oded by internally generating an appro-

b} priate advertisemert and assaiating this pol-

icy with it. For example,a group of brokerscan

Fig. 8. Flooding policy agreeto o od infrastructure managemen sub-
scriptions by internally storing the advertisemert A = [(class= BrokerM anage-
ment); ] in ead of their own routing tables assaiated with the above policy.
Notice that the enforcemen of subscription o oding is left up to the discretion
of brokers and doesnot occur at brokersthat do not similarly store this policy.
We set up the scenarioshown in Fig. 9 where subscribers are situated at

di erent brokers and remain stationary while publishers move from broker to
broker frequertly in betweenissuing publications. This scenariore ects charac-
teristics found in applications where mobile clients needto contin uously sendlo-
cation and status updatesto homeseners, for instance.Fig. 11 showvsthat under
the normal advertisemert o oding scheme,advertisement, unadvertisement, and
subscription messagesire cortin uously routed throughout the network asthe ap-
plication runs. Subscriptions are routed as a result of the unadvertisemerts/re-
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advertisemert process,which triggers removal and re-propagation of subscrip-
tions. Howewer, if a subscription o oding policy is used, then no additional ad-
vertisemert or subscription messageseedto be routed while the application
runs since subscribers remain stationary. Fig. 12 shows that signi cant network
trac is saved by using subscription o oding. Furthermore, the subscription
o oding policy only incurs overhead when the advertisemerts are initially is-
sued and subscriptions are o oded. Subsequeh noti cation responsetimes are
una ected asFig. 10 shows.

Fig. 9. Highly mobile publishers
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Fig. 11. Normal advertisement o oding Fig. 12. Subscription o oding policy
Of course,there arereversescenariogsuch assubscriber mobility) that favour
advertisemert o oding instead. However, our purposeis only to show that di er-
ent application scenarioscan benet signi cantly from di erent o oding seman-
tics. With our policy framework, both semartics can be active simultaneously
and speci ed on a per event schemabasis.

5.2 Specifying Securit y Policies

Although security medanismsare typically orthogonal to the policy framework,
security behaviours can still be specied at the CPS level. We implemerted a
simple security medanism for usewith our policy framework in which authen-
tication and encryption is basedon Trust Group membership. Trust groups are
conceptually similar to securemulticast groups[23]. Each trust group is ass@i-
ated with a sharedgroup secretK 4 sothat members of the samegroup are able
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to perform authentication and encryption within the group. To establish K g,
there must be an out-of-band bootstrapping processto either setup K 4 directly
or set up public/priv ate keys on the appropriate clients and brokerssothat K4
can be exchanged securely We support both bootstrapping methods since the
rst hasthe advantage of simplicity and low overheadwhile the secondmethod
is more exible.

Authen ticated Event Scope Although advertisemens are normally o oded
in our CPS system, trust group authentication can be usedto limit the visibilit y
of events in the overlay on a per schemabasisby issuingadvertisemerts attached
with the policy in Fig. 13. This policy speci es that the advertisemen must only
be sert to brokers belonging to either the TrustGroupl or TrustGroup2 trust
groups. If the receiver of the advertisemert is successfullyauthenticated, the
advertisemert is sert normally and no additional special actions are performed.
Howe\er, if authentication fails for both groups,the delivery of the advertisemert
is blocked by the BlockMessage() action. Alternativ ely, the condition

If {AuthenticateReceiver(TrustGroupl)
&& AuthenticateReceiver(TrustGroup2)}

can be usedto specify that only brokers belonging to both trust groups will
receive the advertisemert. Although authentication is currently basedon trust
group membership, the samepoliciescan be usedto expressauthentication based
on other medanisms sud as public key identities or Role-BasedAccessCon-
trol [12] sincethe actual authentication processusesout-of-band mecanisms.
Fig. 14 shows publication processingtime

P°('5°n{§§‘$;“r§“; dvértisemem) { when a sender-authetication policy is in place
@broker: Ingress,Routing between two brokers (the policy is assaiated

i (AuthenticateReceiver( with asubscription)..Eadn stepin the plot repre-
TrustGroupl)} Then {} serts 0, 1, 3, and 5 di erent trust group authen-

Elseif {AuthenticateReceiver( tications required by the policy. For the \Au-

TrustG 2 Thi . . . .o .
E|seifms{}ro#ﬁe%}{s|ocir,\]/|§ssage()} thorization" line, the receiving broker is able

b to authenticate the sending broker for all v e
trust groups. Since authentication results are
Fig. 13. Authentication not cadced, the authentication protocol must
run for every publication, resulting in worst caseperformance that is propor-
tional to the number of trust groups specied in the policy. For the \Denial"
line, the sending broker belongsto no trust groups so that authentication fails
on the rst attempt regardlessof how many trust groups are specied in the
policy. Howewer, by cading authentication results, we can avoid running the au-
thentication protocol for every messageat the expenseof lower responsiveness
to trust group membership changes.The \Cached" line shaws that sincecadted
entries do not expire simultaneously, performanceremains acceptableeven when
seweral groups are speci ed in the policy. Therefore, incurred overheadis due to
the authentication processitself rather than processingand managemen per-
formed by the policy framework. Note that we setthe expiry time to a low value
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here in order to obsene the e ects of authentication cade expiry. Since our
focus is on the policy framework and not the authentication medanism itself,
we implemented a protocol similar to CHAP [24] for the purposesof this eval-
uation. Without the post-matching model, the policy framework would have to
duplicate content-based functionality to achieve expressive, ne-grained authen-
tication policies basedon cortent.

7 Authorization Restricted Controlled Uncontrolled
1 ---Denial
.| — Cached

o
N
S

Processing Time (s)

----- e Unauthorized subscription - > Monitor subscription

-.-.-> Generated publication () Policy evaluation occurs
(Subscription blocked)

2 Second Time Intervals
Fig. 14. Authentication processingtime Fig. 15. Monitoring subscription attempts

Securit y Zones Supposea broker network is divided into restricted, cortrolled,
and uncortrolled security zonesasshown in Fig. 15. This setup is not uncommon
in organizations separatingtheir intranet (restricted) systemsfrom the Internet
(uncontrolled) using a demilitarized zone(DMZ, cortrolled). To enforceprivacy,
all attributes may be visible within the restricted zonebut someattributes must
not appear in the cortrolled zone. No everts from the application should be
visible at all in the uncortrolled zone.Furthermore, only authorized clients may
subscribe from either zone. These application requiremerts can be expressed
by attaching the policy in Fig. 16 to an advertisemert issuedfrom within the

restricted zone.

PolicyStatement  {
On(Forward,Advertisement)  {
@broker: Ingress,Routing

If {AuthenticateReceiver(Restricted)}

Then {} ) ] On(Forward,Publication) ~ {
Elseif {AuthenticateReceiver(Controlled)} @broker: Routing (Ingress)
Then {RemoveAttributes(a, ... ,n)} @attach: Always // Routing only
Elseif {} Then {BlockMessage()}
} o If {AuthenticateReceiver(Restricted)} Then {}
On(Forward,Subscription)  { Elseif {AuthenticateReceiver(Controlled)}
@broker: Ingress Then {RemoveAttributes(a, ... ,n)}

. . . Elseif {} Then {BlockMessage()} } }
If {AuthenticateSender(AuthorizedSubscribers)}

Then {}
Elseif {}
Then {Publish("[class,UnauthorizedSubscribe],
[message, $Message]")}

Fig. 16. Security Zones policy
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This policy combinesthe useof authentication, messagearansformations, and
meta-ewerts to enforceprivacy acrossdi erent security zones.Fig. 15 illustrates
the resulting meta-evert messageo w for an event schema using this policy.

Content-based Firew all In CPS systems,subscriptions are analogousto re-
wall \allow" rules on publications while advertisemerts are analogousto \allo w"
rules on subscriptions. In this respect, the existing Itering capabilities of CPS
systemsalready provide some rew all functionality. However, considera stable
application in which advertisemerts have beenestablishedand no longer needto
change.Subscriptions originating from an \in ternal" overlay are sert to a neigh-
bouring \external" overlay and attract publications. In order to temporarily
block certain publications from entering the internal overlay, the subscriptions
used by the application must change. For instance, this may be necessaryas a
reaction to detecting fraudulent publications that suddenly need ltering. Not
only would such a changea ect subscriptions throughout both overlays, the re-
sulting subscriptions could potentially becomea cumbersomemix of Iters for
attracting wanted publications and Iters for ne-grained blocking of unwanted
publications. Depending on the subscription language, this could be very di -
cult or even impossibleto expressin a single subscription. Similarly, preverting
certain subscriptions from exiting the internal overlay would require changing
the advertisemerts that originated from the external overlay. The sameissueof
expressing\allow" and \deny" lters in a single advertisemert exists.

To block publications from enter-
ing the internal overlay, we can issue
subscriptionsfrom aninternal rew all
broker Bjs to anexternal rew all bro-
ker B¢t asshawn in Fig. 17 with the
policy in Fig. 22 attached. This pol-
icy blocks forwarding of all publica- T R o aton oskedy
tions strictly matching the subscrip- ® Publication Firewall broker
tion as determined by the Strict-
Match() condition. A publication stric-
tly matchesa subscription if the pub-
lication contains exactly the same attributes as the subscription, while a sub-
scription strictly matches an advertisemert if their Iters are the same. For
example, a subscription S = [(class= C);(a < 10)] is strictly matched by the
publication P; = [(classC);(a;9)] but not P, = [(class C);(a;9); (b;5)] even
though P, normally matchesS. Strict matching conditions canbe usedto achieve
content-based rew all rules with more precision if neededbut are not required
in situations where the normal matching semariic is su cien t. The subscription
and its assaiated policy is analogousto a single content-based rew all rule on
publications. Note that authenticated event scopingis usedto restrict rew all
subscriptions and advertisemerts to the rew all brokers. Similarly, subscriptions
are blocked by issuingan advertisemert from B¢ to By and attaching the same
policy using On(Subscription) instead of On(Publication) . In Figs. 18 and

External
Overlay

Internal
Overlay

Fig. 17. Content-based rew all setup




— P.Rate (Tens of msg/
S.Rate (msg/s)

— P.Time (s)

— S.Time (s)

See legend

5
7
See legend
n e
5

N
hd

— P.Rate (Tens of msg/s)

B S.Rate (msg/s)

— P.Time (s)
— S.Time (s)

T
20 40 60

T
80 100

2 Second Time Intervals

Fig. 18. Individual

See legend

rew all subscriptions

— P.Rate (Tens of msg/s)
S.Rate (msg/s)

LR et S s SO S S S S S
10 20 30 40 50 60 70 80 90

2 Second Time Intervals
Fig. 19. Merged rew all subscription

™
100

— P.Time (s) 16
] — S.Time (s) 14:
40 T
] c
] @ 12
o
Q304
] o
] D g
204 @ o
1 f 1 — P.Rate (Tens of msg/s)
107 | 4] S.Rate (msg/s)
] | 24 — P.Time (s)
Hl 1 — S.Time (s)
i
20 40 60 80 100 20 w0 0 2 3 4 S 6 70 8 % 100

2 Second Time Intervals

Fig. 20. Individual

rew all subscriptions

2 Second Time Intervals
Fig. 21. Merged rew all subscription

20, we issue 100 separate rew all subscriptions to the internal rew all broker
that block roughly 80% of the incoming publications overall. The publication
rate P.Rate remains steady at the external broker (Fig. 18) but is much lower
at the internal broker (Fig. 20) whenthe rew all policiesarein e ect. The time to
processboth publications and subscriptions (P.Time and S.Time, respectively)
increaseswhen the 100 rew all subscriptions are received.

When rew all subscriptions are rst issued
and processedwith their policies, broker pro-
cessingtimes spike briey before returning to
normal sub-millisecond values. Subsequen re-
moval of the same100 rew all subscriptionsvia
unsubscription is signi cantly faster, incurring
no noticeable overhead. In Figs. 19 and 21, we
issuea single subscription mergedfrom the 100
separate rew all subscriptions that block the
sameamourt of trac. As there is only a single subscription and policy rule to
process,Fig. 21 shows that there is no noticeable disruption to broker process-
ing when the policy takese ect and is later removed. The original subscription
issuedby the application did not needto changein either case.This technique
allows us to dynamically specify content-based rew all rules that are totally in-
dependen of the lters speci ed by existing applications. In these experimerts,

PolicyStatement  {
On(Forward,Publication) {
@broker: Routing

If {StrictMatch()}
Then {BlockMessage()}
I

Fig. 22. Firewall policy
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the rew all subscriptions were issuedto the internal broker by a normal CPS
client, but the authentication policies described earlier can be usedto place ac-
cesscortrol policies on who is able to issue rew all lters. Note that a reverse
scenario where publications are blocked from leaving the internal overlay and
subscriptions are blocked from entering is also possible.

6 Performance Evaluation

In this section,we present someexperimental results highlighting the low-overhead
of our policy framework approadc. In Figs. 23 and 24, we showv how the aver-
age processingtime of publications and subscriptions, respectively, are a ected
by the distributed tracing policies presered in Sec.5. Speci cally, we injected
1000 subscriptions with an averageof 4 predicates eat to a single broker and
assaiated some of the subscriptions (from 0% to 100%) with tracing policies
that augmert matching publications with a broker performanceattribute. The
performanceresults are basedon a generatedworkload of 1000publications. The
evaluation was repeated using 20 and 200 di erent evert classesas well as low
and high degreesof subscription overlap. However, we found that these work-
load variations did not a ect the performancetrends described here so we only
presen data for the 200 event class,low overlap evaluation.

In the graphs, Pol.* indicates time spent performing policy related tasks.
Pol.Execute isthe time spent actually executingthe policy action that performs
the publication augmertation, while the remaining valuesare the time spert per-
forming maintenance and managemen tasks by the framework sud as pre and
post processingof relevant policies and results, respectively. Pub.Match is the
time spernt on content-based matching and Pub.Processing is the time spert
on other processingthat must occur even without the policy framework enabled
(such as publication parsing and processingof matching results). Fig. 23 shows
that the majority of the overheadis due to the actual policy action being exe-
cuted and not from processingwithin the framework itself. This is true of all the
policy conditions and actions we have implemented, which simply plug into the
policy framework. Also note that no policy evaluation occurs and consequetly,
no overheadis incurred if a publication fails to satisfy any subscriptionswith as-
scciated publication policies. Similarly, Fig. 24 shows that subscription insertion
incurs negligible overheadfrom the policy framework sincethere are no policies
a ecting subscriptions. Pol.Eval is the time spernt on actually evaluating policy
conditions and executing policy actions.

In Figs. 25 and 26, we shav the performanceoverheadincurred by subscrip-
tion o oding policiesas preseried in Sec.5. Speci cally, we inject 200 advertise-
merts to a singlebroker that is connectedto 10 other brokersand assaiate some
of the advertisemerts (from 0% to 100%)with a policy that prevents o oding of
the advertisemert and o ods subscriptions overlapping with the advertisement
instead. Fig. 25 shaws that there is neglible overheadin processingpublications
since they are una ected by the policies. On the other hand, Fig. 26 shawvs
that someadditional overheadis incurred for subscription insertions. Note that
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this overheadonly includes processingwithin policy actions and not the actual
o oding of the subscriptions. Again, the execution of the actual FloodMessage()
action cortributes to the majority of the overhead.

These evaluation results show that the framework adds very little overhead
despite enabling the composition of exible and expressiwe policies. This is pri-
marily becausewe leveragethe e cien t content-based processingthat already
exists in CPS systemsrather than using a separate, generic policy framework
layer on top of the CPS system.
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Fig. 25. Flooding policy on pubs. Fig. 26. Flooding policy on subs.

7 Conclusion and Future Work

In this paper, we have preserted a content-basedpolicy framework for distributed
CPS systemsthat supports a novel post-matching policy model. Evaluations of
our referenceimplementation show that this model is capable of achieving scal-
able and expressie policiesin distributed CPS systemswith little overhead.In
particular, we showved that our policy framework enablesnew features related
to both CPS semariics and security such asnoti cation semariics, meta-ewernts,
security zoning, and CPS rew alls. By leveraging the capabilities of existing
CPS matching algorithms, our policy model allows these features to be speci-
ed easily and dynamically. Since our model is basedon generic CPS matching
concepts,our approad is appropriate acrossdi erent CPS systemsusing either
advertisemert or subscription basedsemartics.
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Although we have addressedmany conceptsin our policy framework im-
plemenrtation, some future work still remains. In particular, we have not dis-
cussedself-managemen features such as conict resolution in any detail. Al-
though many con ict resolution strategiesare possible[25,21], none are univer-
sally applicable acrossall conict situations. At the momert, we use our own
meta-noti cation feature to inform the application about policy conicts and
exceptionswhen they are detected. However, certain con icts may be resohable
automatically by the system. We have started work in this area by identifying
conict situations amongst authorization and messagetransformation policies
in the CPS context. Also, the policies we preseried in this paper are based
mostly on authorization and messagdransformation. There are still other types
of policies that needto be explored, such as generic obligation actions [10] in-
volving logging, persisting messagedo a database, and other similar actions.
The meta-noti cation feature implemented using our policy framework is work
in this direction.
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