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Abstract. Content-based Publish/Subscrib e (CPS) is a powerful parad-
igm providing loosely-coupled,event-driv en messagingservices.Although
the generalCPS model is well-known, many features remain implementa-
tion speci�c becauseof di�eren t application requirements. Many of these
requirements can be captured in policies that separate service semantics
from system mechanisms, but no such policy framework currently exists
in the CPS context. In this paper, we proposea novel policy model and
framework for CPS systemsthat bene�ts from the scalabilit y and expres-
sivenessof existing CPS matching algorithms. In particular, we provide
a referenceimplementation and several evaluation scenariosthat demon-
strate how our approach easily and dynamically enablesfeatures such as
noti�cation semantics, meta-events, security zoning, and CPS �rew alls.
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1 In tro duction

To date, many publish/subscribe (pub/sub) systems have been developed to
provide loosely-coupled,event-driv en messagingservices[1{6]. In particular, the
Content-based Publish/Subscribe (CPS) paradigm is designedto support 
ex-
ible and dynamic enterprise applications by routing on messagecontent rather
than destination identities or explicit network routes. Although the general
CPS model is well understood, many CPS feature details still remain non-
standardized for the good reason that di�eren t application scenarioshave dif-
ferent requirements. While someCPS featurescan be addressedwith systemre-
con�gurabilit y [7,8], others are more suitably expressedin policies that separate
application requirements from infrastructure mechanisms [9,10]. For example,
advanced features such as noti�cation semantics, meta-events, security zoning,
and CPS �rew alls are appropriate for being realized as policies. These kinds
of novel CPS features depend on being able to dynamically change system be-
haviour and are achievable through the 
exibilit y of policies. However, no such
policy framework currently exists in the CPS context. To addressthis problem,

? Extended version of full paper appearing in ACM Middlew are 2007 (contains an
additional section on performance overhead).
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we present a content-based policy framework that is scalable, expressive, and
extensible. Our policy framework supports a novel approach that applies poli-
ciesbasedon the results of content-based matching. We �nd that this approach
enablesmany unique CPS capabilities that would otherwisebe di�cult or costly
to achieve. In particular, we present a novel post-matching policy model capable
of achieving scalableand expressive CPS policies. We also present a reference
implementation of our policy framework using the PADRES 1 CPS middleware
platform and a number of evaluation scenariosto highlight several unique and
novel CPS features that becomepossiblewith our approach.

We �rst overview related work in Sec.2 beforepresenting the conceptsfor our
policy framework in Sec.3. Our implementation is presented in Sec.4, several
scenariosusedto evaluate our approach are presented in Sec.5, and performance
evaluation results are presented in Sec.6. Finally, we concludeand discussfuture
work in Sec.7.

2 Related Work

While there has been little research to date on policies in the CPS context, we
are aware of the following related work. Opyrchal et al. [11] addressissuesof
publication privacy in the context of pervasive environments using a centralized
policy engine.Our work is di�eren t from theirs in many respectssincethey focus
speci�cally on providing accesscontrol on publications. In addition to being dis-
tributed, our policy framework doesnot speci�cally target accesscontrol policies
but also general feature and servicepolicies such as noti�cation semantics. Be-
lokosztolszkiet al. [12] incorporate Role-BasedAccessControl (RBA C) into the
Hermespub/sub system [3]. They addressissuesof policy management, broker
trust, and accesscontrol optimization. Our work represents a di�eren t approach
to pub/sub policies that targets issuesorthogonal to RBAC in unstructured
rather than structured overlays. Sturman et al. [13] proposea pub/sub architec-
ture capableof messagetransformations. Our focusis not on the transformations
themselves, but a framework that can support specifying policies on when and
how to perform transformations among other features. In general,we are intro-
ducing a policy model that hassigni�cant expressivenessbene�ts complementing
existing work.

Recon�gurable pub/sub systemsallow the customization of middleware to
suit the needsof di�eren t applications. Cugola and Picco [7] addressissuesof
overlay and routing con�gurabilit y by implementing a modular systemarchitec-
ture customizableat deployment time. Sivaharan et al. [8] present a component-
basedframework that allows pub/sub systemsto easilycopewith the diversity of
mobile and heterogeneousnetwork environments. Both are 
exible systemsthat
can be recon�gured with di�eren t pub/sub semantics as necessary. Our work
is complementary becauseit addressesa di�eren t problem of separating system
policies from mechanism, allowing applications to specify how a con�gured and

1 http://padres.msrg.utoron to.ca (extended version of paper also available)
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running system should provide its servicesbased on messagecontent. Indeed,
a bene�t of our approach is that the main framework can be implemented in
well-componentized, interceptor-based,or aspect-oriented system architectures
without too much di�cult y.

In the domain of traditional network environments, there is already a signi�-
cant amount of work on policiesaddressingvarious issuesfrom Qualit y of Service
(QoS) to network management and security [14{16]. Stone et al. [17] present a
survey of existing network policy languagesand also propose their own Path-
basedPolicy Language.Their approach explicitly declaresthe nodesin a network
path to which policiesare applicable. This approach is clearly not suitable in the
CPS domain since it fundamentally con
icts with the paradigm of decoupling
clients from messagerouting details. Agrawal et al. [18] present a policy-based
systemfor autonomic management of computing resources.However, their work
is again applicable in a di�eren t domain. The WS-Policy framework [19] focuses
on providing an extensible syntax to expresspolicies betweenWeb serviceend-
points. However, not only is our focuson developing an actual policy mechanism
rather than a syntax for expressingpolicies, the distributed CPS domain also
has many concernsnot addressedby end-point interactions such as routing. Ex-
isting policy frameworks for traditional network environments generally do not
migrate easily into the CPS domain.

3 Con ten t-based Policy Framew ork

In this section, we intro duce the main concepts of our content-based policy
framework and discussthe implications of our approach with respect to policy
composition and application in a distributed CPS system.

3.1 The Post-Matc hing Policy Mo del

Since content-based matching algorithms are an integral part of CPS systems,
the natural intuition is to protect these systems by enforcing policies before
messagesreach the matching algorithm. Although our policy framework supports
enforcing policies before matching, such an approach does not easily achieve
content-based expressivenesswithout duplicating the functionalit y of matching
algorithms and incurring additional overhead. CPS systems generally provide
highly scalable and expressive message�ltering capabilities already [1,2,20].
By leveraging the high-performancematching algorithms that already exist, it
is possible to build a policy framework that achieves the samescalability and
expressivenessas the host CPS system itself. The basic concept behind our
policy framework is summarizedin Alg. 1 using an event-condition-action policy
model [21].

In this model, a content-based match event serves as the trigger for policy
application, which involves evaluating policy conditions and executing policy
actions.Hence,werefer to this semantic asthe post-matchingpolicy model. While
the model itself is deceptively simple, it enablesa powerful policy framework
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when content-based match occurs
if additional policy condition(s) satis�e d then

perform
Action 1 ;
. . . ;
Action n ;

Algorithm 1: Post-matching policy model

sinceany application context that surfacesasmessagecontent is alsore
ected in
the policy framework. Note that sincewe only depend on the notion of a content-
basedmatch event, this model is applicable to any CPS system that performs
matching at the messagegranularit y2. The remainder of this paper focuseson
the post-matching policy model even though we also support enforcing policies
beforematching in our framework.

3.2 Policy Framew ork Approac h

More formally, our approach associateseach �lter F (advertisement or subscrip-
tion) with an optional policy statement T 3, which contains one or more pol-
icy rules. Policy rules specify the conditions to evaluate and actions to execute
when the policy is applied. When a messageM is processedby a CPS broker,
the matching algorithm computes a set � = f (F1; T1); (F2; T2) : : : (Fn ; Tn )g of
matching �lters Fi and their associated policy statements Ti containing policy
rules applicable to M . Applying the policiesT1 : : : Tn against M involve evaluat-
ing the conditions and executing the actions speci�ed in the policy rules of each
policy statement. The result of applying the policiescould include the rejection of
M for routing, transformations on the format or content of M , or the triggering
of other actionssuch asbroker state maintenanceand debugging.Essentially , our
policy framework extends the CPS paradigm by giving applications the abilit y
to specify policies intercepting content-basedmatch events. In Sec.5, we present
examplescenariosto highlight the bene�ts of the post-matching model and this
approach.

It is important to note that the computation of � does not require any
additional processingbeyond what is already performedby the existing matching
algorithm. If M is a publication, then � contains matching advertisements and
subscriptions as computed by the matching algorithm. If M is a subscription,
then � contains matching advertisements. For example, supposea client issues
two advertisements A1 = [(x < 100); (y < 50)] and A2 = [(x > 75); (y < 100)] to
its local broker. Policies Ta1 and Ta2 are associated with advertisements A1 and
A2, respectively. When the broker receives a subscription S1 = [(x > 25); (y <
75)] that intersects with both A1 and A2, the application of both policies Ta1

and Ta2 against S1 is triggered. In contrast, a subscription S2 = [(x < 100); (y >

2 This excludes matching algorithms that compressmessagesets into bit vectors, for
instance, but includes topic-based approaches.

3 From here on, we will use the terms \p olicy statement" and \p olicy" synonymously.
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75)] would only trigger application of policy Ta2 becausethe subscription only
intersectswith advertisement A2. Supposethere is a further policy Ts1 associated
with S1. Then a publication P1 = [(x; 90); (y; 30)] would trigger application
of all three policies Ta1, Ta2, and Ts1 against P1. In contrast, a publication
P2 = [(x; 30); (y; 30)] only triggers application of policies Ta1 and Ts1. In this
way, the content-based expressivenessof the hosting CPS system is re
ected in
the policy framework.

Although we have discussedour approach in the context of advertisement-
basedsemantics, theseconceptsare equally applicable in the context of subscrip-
tion-based semantics.

3.3 Implications for Policy Comp osition

Deploying an application in a CPS system involves the decomposition of appli-
cation contexts into messages.In this process,the application developer thinks
in terms of event schemas4 and event spaces5. Consequently , it is natural for
an application developer to compose an overall policy by designing policies
around the event schemasand event spacesthat make up the application. By
associating policies with �lters, we implicitly achieve policy composition [22]
with content-basedexpressiveness.For example,considera supply-chain scenario
where inventory report publications Pi = [(class,report ); (d1; x i 1) : : : ; (dn ; x in )]
with many data attributes are issuedregularly. A management application sub-
scribing to reports may consider d1 to be a critical attribute. As such, if the
value x i 1 of that attribute is above a certain threshold, then the client would
like to know the identit y of the previous overlay hop of the messagefor track-
ing purposes. On the other hand, if x i 1 is below a certain value, then the
remaining attributes are uninteresting so the client would like the broker to
remove them before delivering the noti�cation. To achieve this, the manage-
ment application can issuetwo subscriptions S1 = [(class=report ); (d1 > X high )]
and S2 = [(class=report ); (d1 < X low )] with policies T1 and T2 associated
with each, respectively. Policy T1 = AppendPrevHop() speci�es a single ac-
tion that appends the attribute (PrevHop ID ) to the noti�cation while policy
T2 = RemoveAttributes(d2; : : : ; dn ) speci�es a single action that removes the
given list of attributes from the noti�cation. With thesepolicies in place, noti�-
cationsdeliveredto the management application may now havean extra PrevHop
attribute, missing d2 : : : dn attributes, or both depending on the value of the d1

attribute. Furthermore, the management application is able to specify this no-
ti�cation policy without a�ecting other clients subscribing to the sameevents
sincethe policiesareonly associated with subscriptionsbelongingto the manage-
ment application clients. In this example,policiesT1 and T2 have beencomposed
together to specify a noti�cation semantic for inventory reports by leveraging
the content-based �ltering capabilities of subscriptions, which already exist as a
fundamental concept in CPS systems.No additional policy-speci�c composition

4 Advertisements or messagetype de�nitions.
5 The set of all possible messagesmatching a �lter.
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language or content-based processingis neededin our approach. In contrast,
a generic policy framework layered on top of the CPS system would need to
explicitly processthe contents of publications to achieve the sameresult.

3.4 In terception Poin ts in CPS Ov erla ys

The CPS policy conceptswe have presented sofar are equally applicable in both
centralized and distributed CPS systems[1,2,4,20]. In particular, we have ad-
dressedwhen policy application occurs { either before or immediately after a
content-based match event. For distributed CPS systemshowever, it is equally
important to address where in the overlay policy application occurs. For in-
stance, are policies only applied at edgebrokers?Or are they applied at every
overlay hop?Sincethere are valid scenariosfor either case,our approach lets ap-
plications specify where policy application occurs basedon interception points.

Fig. 1. Policy interception points

The three important interception
points are ingress, egress,and rout-
ing, which correspond to the brokers
at which a messageenters, leaves,and
routes through an overlay. Fig. 1 il-
lustrates the concept of interception
points. Note that for a single isolated
overlay, ingressand egresspoints cor-
respond to the brokersat which injec-
tion and noti�cation occurs between
brokersand clients. However, in a fed-
erated CPS system,ingressand egress
points correspond to the brokers at
the edgesof sub-overlays.

4 Policy Framew ork Implemen tation

In this section, we present the implementation of our policy framework, which
builds upon the model and approach described earlier. In particular, we describe
the mechanisms for creating, distributing, and enforcing content-based policies
in a distributed CPS system. Our framework is built on top of PADRES [5],
an existing rule-basedCPS middleware platform implemented by our research
group in Java.

4.1 API and Language

Only minor changesto the API are neededto support our policy framework. The
subscribe(msg) , advertise(msg) , and publish(msg) methodspreviously used
by clients have simply beenextendedto acceptan optional policy statement ar-
gument, resulting in subscribe(msg, policy) , advertise(msg, policy) , and
publish(msg, policy) as the new API. For advertisements and subscriptions,
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setPolicy(msgID, policy) also allows for specifying policies after the mes-
sagehas already beenissued.There is a factory classthat can create commonly
used policy statement objects directly, but it is also possible to build a policy
statement from either XML speci�cations or a more compact languageshown
in Fig. 2. However, our focus in this paper is on developing the policy frame-
work mechanisms rather than providing a speci�c syntax for writing policies.
This languagerepresents the construction of a singleself-contained policy state-
ment. Each policy statement contains one or more policy rules enclosedby the
On(...) keyword and two mandatory parameters that de�ne policy rule types.

1 PolicyStatement {
2 On (
3 [Forward | Insert],
4 [Advertisement | Subscription
5 | Publication | Unsubscription
6 | Unadvertisement]) {
7
8 @matching: [Before | After]?
9 @broker: [Ingress | Egress | Routing]*

10 @attach: [Never | Always | KeepExisting
11 | IfYield]?
12 @yield_attach: [False | True]?
13
14 If <conditions ...> Then <actions ...>
15 Elseif <conditions ...> Then <actions ...>
16 ...
17
18 OnException {
19 If <conditions ...> Then <actions ...>
20 Elseif ...
21 } } }

Fig. 2. Policy language

The parameter choiceson line 3 spec-
ify whether the rule is applicable to
messagesbeing forwarded or to mes-
sagesbeing inserted into broker rout-
ing tables. The parameter choiceson
lines 4 to 6 specify which type of mes-
sagethe policy rule is applicable to.
Lines 8 to 12 show optional quali�ers
that further de�ne when and where
the policy is applicable. When the
rule is applied, the conditions speci-
�ed on line 14 are evaluated and the
actions are executedif the conditions
all return true. Subsequent condition
clausesare only evaluated if the pre-
ceding condition clausefails. Line 18
enclosesconditions to evaluate and
actions to attempt if an exception oc-

curs when applying the rule. In the following sections, we discusshow this is
usedto specify policies and control how they are applied.

4.2 Creation and Distribution of Policies

Using the new API, both clients and brokers can create policies either when
CPS messagesare �rst issuedor by associating policies with �lters (advertise-
ments and subscriptions) at any time afterwards. For instance,advertise(msg,
policy) attaches a policy to the advertisement when it is issued. The at-
tached policy is routed along with the advertisement and stored by brokers,
who associate the policy with the advertisement. Similarly, subscribe(msg,
policy) attaches a policy to the subscription that is routed through the over-
lay and stored by brokers. The policies stored by brokers can also be set using
setPolicy(msgID, policy) , which updates the policy associated with either
an advertisement or subscription. In general, a policy that routes with a mes-
sage in the overlay is said to be attached, while a policy that is stored by a
broker and linked to a �lter is said to be associated. Policies can be attached to
any CPS messagetype but can only be associated with either advertisements or
subscriptions.
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Table 1 summarizesthe available methods for specifying policies applicable
to each messagetype. For example, publication policies (i.e., policies applied
to publications) can either be speci�ed by policies associated with advertise-
ments and subscriptionsusing the On(Publication) quali�er or attached to the
publication itself, while unsubscription policies can only either be speci�ed by
policies associated with subscriptions using the On(Unsubscription) quali�er
or attached to the unsubscription itself. Similarly, advertisement policies can
only be created and attached to the advertisements they are to be applied to.
However, subscription policies can either be attached directly to the subscrip-
tion or associated with advertisements as On(Subscription) policy rules. In
the latter case,the @attach and @yield attach quali�ers can additionally be
used to allow subscriptions to inherit the policy from the advertisement. That
is, the subscription policy associated with the advertisement can be attached to
the subscription rather than applied normally. Theseadditional quali�ers allow
greater control over the speci�cation of default policy attachments.

Table 1. Speci�cation methods for policies.

Policy n Message Adv. Sub. Pub. Unadv. Unsub.
Adv. Attached � � � �
Sub. On(*) Attached � � �
Pub. On(*) On(*) Attached � �
Unadv. On(*) � � Attached �
Unsub. � On(*) � � Attached

4.3 Enforcing Applicable Policies

Brokersare solely responsible for interpreting and enforcing the policiesapplica-
ble to messagesthey receive. When a policy is enforcedby evaluating conditions
or executing actions, we say that the policy is being applied to a message.In
general,if a broker receivesa messageM with a policy TM attached to it and M
matchesa set of �lters f F1; � � � Fn g associated with a set of policiesf T1; � � � ; Tn g,
then the set f TM ; T1; � � � ; Tn g contains all policies potentially applicable to M .
However, the applicabilit y of a policy rule to any given messagedepends on a
combination of the policy rule type and the policy rule quali�ers 6. For instance,
a publication matching an advertisement-associated policy that contains only
subscription rules will not have any of those rules applied to it. Two quali�ers
are currently supported to further specify when and where a policy rule is ap-
plicable.

The @matchquali�er speci�es whether the rule is applied beforeor after the
messagegoesthrough content-basedmatching. Rule application beforematching
is supported since somepolicies may require checking conditions or executing
actions beforeaccepting the messagefor matching. Policies for fast messagefor-
warding that bypassmatching altogether or content-independent authorizations
are more appropriate for application before matching, for example. However,

6 From here on, we will use the terms \p olicy rule" and \rule" synonymously.
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such policies do not bene�t from the advantages of scalability and expressive-
ness that are possible with rules applied after matching. More speci�cally , a
powerful implication of evaluating rules after matching is that the rules are se-
lectively applied basedon messagecontent. We focus on exploring the bene�ts
of post-matching policy rules with our evaluation scenariosin Sec.5.

The @broker quali�er speci�es the broker overlay contexts where the rule is
applicable and can be any combination of ingress, egress, and routing as shown
in Fig. 1 and discussedin Sec.3. Ingressrules are evaluated for messagesentering
the CPS system,egressrules are evaluated for messagesleaving the CPS system,
and routing rules are evaluated for messagesat internal brokers.

Together, the @matchand @broker quali�ers give applications signi�cant

exibilit y in specifying when and where policy rules are applicable.

4.4 Framew ork Extensibilit y with Mo dular Rule Elemen ts

Fig. 3. Policy rule structure

The level of functionalit y achievable
in our framework depends on the
conditions and actions supported in-
side policy rules. In our framework,
all conditions and actions are imple-
mented as rule elements chained to-
gether inside policy rules. Every pol-
icy rule contains one or more rule el-
ement chains. Applying a policy rule
essentially involves traversing its rule
element chains, evaluating and exe-
cuting the corresponding conditions and actions as appropriate. Fig. 3 shows
an example of how conditions and actions are represented as a policy rule. In
this example, the rule elements A; B ; C are accessedin order �rst. Should the
conditions corresponding to either rule elements A or B fail for instance, then
the next chain consisting of rule elements D ; E ; F is accessed.Recall that a sin-
gle policy statement may also contain multiple policy rules, one for each type
of messageat each interception point. If an exception occurs while traversing
the rule elements, compensation policy conditions and actions as speci�ed in
the OnException clauseshown in Fig. 2 are accessed.Further exceptionsduring
compensation actions are no longer handled by the policy framework itself and
instead, a meta-event (as presented in Sec. 5) that describes the exception is
generated.

Although we have already implemented a number of rule elements presented
in Sec.5 that cover a wide rangeof CPS functionalit y, our framework is designed
to beeasilyextensiblewith newrule elements in responseto emergingapplication
requirements.
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5 Evaluation Scenarios

In this section, we evaluate our policy framework by applying it to a number
of di�eren t scenarios,demonstrating the expressivenessand 
exibilit y achieved
using the languagepresented in Sec.4. Several of thesescenariosrepresent novel
CPS featuresthat becomeeasyto specify and implement using our policy frame-
work. Where appropriate, we also present experimental data resulting from the
implementation of thesescenarios.We do not include any experimental data for
scenariosthat are purely functional and instead present only the associated poli-
cies. Since we focus on the post-matching model, all policy statements shown
are implicitly quali�ed with @matching: After to avoid repetition in presen-
tation. All experiments presented in this section were run using separate Intel
Dual Xeon 3.xGHz processor,2GB memory systemsfor each broker or client.
We divide our evaluation into two broad scenariocategories:CPS semantics and
security.

5.1 Specifying CPS Semantic Policies

Sincethere has beenno standardization of CPS implementations, there are still
many subtle operational semantics that are open to interpretation by imple-
menters. As such, it is useful to have a 
exible CPS system that allows cus-
tomization of operational semantics according to the needsof applications. The
following examples highlight how we can dynamically tune system semantics
using policies.

Noti�cation Semantics Although the semantic of delivering noti�cations only
to interested subscribers is well-established[1{4, 6], the actual content delivered
in noti�cations typically remainsan implementation decision.However, di�eren t
applications may want noti�cations deliveredto them in di�eren t forms. Suppose
there is a stream of publications of the form Pi = [(class,event); (a1; vi 1); : : :
; (an ; vin )]. A subscriber issuinga subscription S = [(class=event); (a1 > x1); : : :
; (ak > xk )] can optionally associate the policy in Fig. 4 with S.

PolicyStatement {
On(Forward,Publication) {

@broker: Egress
If {} Then {TrimAttributes()}

} }

Fig. 4. Noti�cation policy

This policy speci�es that just before noti�ca-
tions are delivered to the subscriber (at Egress
brokers), they are \trimmed\ to match at-
tributes in the subscription. In this example,
attributes ak+1 : : : an would be removed from
all Pi sincethey do not appear in the subscrip-
tion. The TrimAttributes() action automati-

cally selectsattributes for removal basedon the subscription, but other possible
noti�cation semantic actions include RemoveAttributes(attributeList) and
KeepOnlyAttributes(attributeList) , which allow a subscriber to remove or
keepa speci�ed list of attributes, respectively. Although we expect someperfor-
manceimprovement from removing unnecessaryattributes, it is not immediately
obvious exactly how much improvement can be achieved becauseof other factors
such as messageheaderoverhead.
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Fig. 5. Trimming noti�cations

Fig. 5 shows that the e�ects of
trimming attributes on network tra�c
are still very signi�cant in our system
despitemessageheaderoverheads.We
used three di�eren t streams of pub-
lications consisting of 10, 20, and 30
attribute publications. A subscription
was associated with policies for re-
moving from 0 to all attributes. The
solid lines for each stream show the
network usageof receiving full publi-
cations and the dashedlines show the
network usageof delivering the same
publications if noti�cation policies are applied. The values shown are averages
over 100 publications. Clearly, even removing a small number of unwanted at-
tributes could meansubstantial overall network performanceimprovements when
delivering to large numbers of subscribers. Since the infrastructure cannot al-
ways predict application workloads, our framework allows applications to help
optimize performance by specifying exactly which attributes are relevant and
should be delivered.

In addition to improving network performance, noti�cation policies have
functional bene�ts as well. Transformation from one syntax to another is also
easily expressedusing the samepolicy by using the appropriate action such as
ToXML(). The actions can of coursebe stacked as well to composemore compli-
cated noti�cation policies such as

Then {TrimAttributes(), ToXML()}

that both trims the noti�cation and then converts it to XML syntax. For exam-
ple, such transformation policies can be used to create proxy brokers between
di�eren t CPS infrastructures that require di�eren t messageformats by using the
@broker: Routing quali�er and specifying appropriate conditions and actions
such as

If {AuthenticateReceiver(Domain1)} Then {ToFormat1()}
Elseif {AuthenticateReceiver(Domain2)} Then {ToFormat2()}

The important point is that di�eren t subscribers may specify di�eren t noti�ca-
tion policies, thereby receiving di�eren t versions of the same event. Note also
that no condition has been speci�ed in the policy we show here, but it is easy
to imagine how noti�cation semantics can be combined with conditions such as
authentication to achieve accesscontrol.

Distributed Tracing Although keepingthe infrastructure transparent to clients
is an important CPS feature, applications sometimesneedinformation about the
infrastructure for monitoring or debuggingpurposes.Policies are well-suited for
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specifying this type of messagecontent augmentation on an as-neededbasis for
applications. For example, consider the policy in Fig. 6.

This policy speci�es that at every broker hop, publications are augmented
with information about the broker, the load state of the broker, and the total
time spent processingthe publication. When attached to publications, this pol-
icy is applied on a per-publication basis and does not a�ect other publications
that do not have the policy attached. Consequently , this is most useful if trac-
ing is only neededoccasionally. Alternativ ely, the policy can be automatically
attached to publications by adding the @attach: Always quali�er and associ-
ating the policy with an appropriate advertisement, which would give tracing
information to all subscribers by default. Associating the policy with subscrip-
tions would instead allow the augmentation to occur on a per-subscriber basis.
The @broker quali�er and If fg conditions can of coursealso be changedto re-
strict augmentation to certain brokers.The unique combination of content-based
expressiveness,policy language,and policy framework gives applications great

exibilit y in choosing a suitable tracing semantic.

The actions shown here place augmented
PolicyStatement {

On(Forward,Publication) {
@broker: Ingress,Egress,Routing

If {}
Then {AugmentBrokerHostInfo(),

AugmentBrokerLoadIndex(),
AugmentProcessingTime()}

} }

Fig. 6. Tracing policy

data into a binary payload that is part of the
publication, but similar alternativ e actions can
instead extend the publication by placing aug-
mented data into reserved CPS attributes. The
secondmethod would allow subscribers to fur-
ther specify noti�cation semantics on tracing
attributes even when advertisement-associated
or publication-attachedtracing policiesareused.

Meta-Ev ents and Triggers Sometimesevents in the CPS system itself can
be of interest to clients and brokers. As such, our policy framework enables
generating publications basedon system events such as matches occurring un-
der certain conditions. For example, consider the policy in Fig. 7. This policy
PolicyStatement {

On(Insert,Subscription) {
@broker: Ingress

If {MessageSizeIndex() > 0.8
&& BrokerLoadIndex() > 0.75}

Then {UninsertMessage(),
Publish("[class,DropMessage]

,[cause,'Broker load']
,[message,$Message]")}

}

On(Forward,Subscription) {
@broker: Ingress

If {MessageSizeIndex() > 0.8
&& BrokerLoadIndex() > 0.75}

Then {BlockMessage()}
} }

Fig. 7. Meta-event policy
speci�es that if a large subscription is injected at a time when the broker is suf-
�cien tly loaded, then the subscription is not stored in routing tables (uninserted
using the UninsertMessage() action) and alsoprevented from propagating any
further (blocked using the BlockMessage() action). Furthermore, a publication
is internally generatedby the policy framework regarding this event using the
Publish() action. The variable $Messageinserts the o�ending subscription asa
string into the generatedpublication content. Internally generatedpublications
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are processedby the same broker that generated it and treated as a normal
publication for matching and routing purposes.E�ectiv ely, this policy speci-
�es a simple load resiliencescheme where interested subscribers are noti�ed of
dropped subscriptions. The dropped subscription event may be relevant to ap-
plications for recovery purposesor to system management servicesfor resource
provisioning.

Note that this policy doesnot necessarilya�ect all subscriptionssincethe ap-
plication can choosewhich subscriptions are potentially dropped by associating
this policy with the appropriate advertisements. For instance, associating this
policy with the advertisement A = [(class = CustomerOrder); (priority < 5)]
speci�es that only subscriptions to low priorit y customer orders will be dropped
and all other subscriptionswill be una�ected by the policy. This kind of policy is
not possiblein normal pre-matching policies or genericpolicy framework layers
without duplicating content-based functionalit y.

Flo oding Semantics In terms of routing e�ciency , there are somesituations in
which 
o oding subscriptions may be preferableto 
o oding advertisements. This
can be the caseif a particular application consistsof many publishers and only
a few subscribers interested in content from all publishers or if publishers are
highly mobile while subscribers are mostly stationary. Our CPS systemis based
on advertisement 
o oding by default, but preferencefor subscription 
o oding
can be speci�ed using the policy in Fig. 8.

When attached to advertisements, this pol-
PolicyStatement {

On(Forward,Advertisement) {
@broker: Ingress,Routing

If {} Then {BlockMessage()}
}

On(Forward,Subscription) {
@broker: Ingress,Routing

If {} Then {FloodMessage()}
} }

Fig. 8. Flooding policy

icy prevents the advertisement from propagat-
ing beyond a single broker hop using Block-
Message(). Furthermore, any subscription that
matches an advertisement associated with this
policy will be tagged for 
o oding to all neigh-
bours.A broker cancontrol which event schemas
are 
o oded by internally generating an appro-
priate advertisement and associating this pol-
icy with it. For example,a group of brokerscan
agreeto 
o od infrastructure management sub-

scriptions by internally storing the advertisement A = [(class= B r okerM anage-
ment); � � � ] in each of their own routing tables associated with the above policy.
Notice that the enforcement of subscription 
o oding is left up to the discretion
of brokers and doesnot occur at brokers that do not similarly store this policy.

We set up the scenario shown in Fig. 9 where subscribers are situated at
di�eren t brokers and remain stationary while publishers move from broker to
broker frequently in betweenissuing publications. This scenariore
ects charac-
teristics found in applications wheremobile clients needto continuously sendlo-
cation and status updatesto homeservers,for instance.Fig. 11 shows that under
the normal advertisement 
o oding scheme,advertisement, unadvertisement, and
subscription messagesarecontinuously routed throughout the network asthe ap-
plication runs. Subscriptions are routed as a result of the unadvertisements/re-
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Fig. 9. Highly mobile publishers
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advertisement process,which triggers removal and re-propagation of subscrip-
tions. However, if a subscription 
o oding policy is used, then no additional ad-
vertisement or subscription messagesneed to be routed while the application
runs sincesubscribers remain stationary. Fig. 12 shows that signi�cant network
tra�c is saved by using subscription 
o oding. Furthermore, the subscription

o oding policy only incurs overhead when the advertisements are initially is-
sued and subscriptions are 
o oded. Subsequent noti�cation responsetimes are
una�ected as Fig. 10 shows.
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Of course,there arereversescenarios(such assubscriber mobilit y) that favour

advertisement 
o oding instead. However, our purposeis only to show that di�er-
ent application scenarioscan bene�t signi�cantly from di�eren t 
o oding seman-
tics. With our policy framework, both semantics can be active simultaneously
and speci�ed on a per event schema basis.

5.2 Specifying Securit y Policies

Although security mechanismsare typically orthogonal to the policy framework,
security behaviours can still be speci�ed at the CPS level. We implemented a
simple security mechanism for usewith our policy framework in which authen-
tication and encryption is basedon Trust Group membership. Trust groups are
conceptually similar to securemulticast groups [23]. Each trust group is associ-
ated with a sharedgroup secretK g so that members of the samegroup are able
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to perform authentication and encryption within the group. To establish K g,
there must be an out-of-band bootstrapping processto either set up K g directly
or set up public/priv ate keys on the appropriate clients and brokers so that K g

can be exchanged securely. We support both bootstrapping methods since the
�rst has the advantage of simplicit y and low overheadwhile the secondmethod
is more 
exible.

Authen ticated Ev ent Scope Although advertisements are normally 
o oded
in our CPS system,trust group authentication can be usedto limit the visibilit y
of events in the overlay on a per schemabasisby issuingadvertisements attached
with the policy in Fig. 13. This policy speci�es that the advertisement must only
be sent to brokers belonging to either the TrustGroup1 or TrustGroup2 trust
groups. If the receiver of the advertisement is successfullyauthenticated, the
advertisement is sent normally and no additional special actions are performed.
However, if authentication fails for both groups,the delivery of the advertisement
is blocked by the BlockMessage() action. Alternativ ely, the condition

If {AuthenticateReceiver(TrustGroup1)
&& AuthenticateReceiver(TrustGroup2)}

can be used to specify that only brokers belonging to both trust groups will
receive the advertisement. Although authentication is currently basedon trust
group membership, the samepoliciescanbeusedto expressauthentication based
on other mechanisms such as public key identities or Role-BasedAccessCon-
trol [12] sincethe actual authentication processusesout-of-band mechanisms.

PolicyStatement {
On(Forward,Advertisement) {

@broker: Ingress,Routing

If {AuthenticateReceiver(
TrustGroup1)} Then {}

Elseif {AuthenticateReceiver(
TrustGroup2)} Then {}

Elseif {} Then {BlockMessage()}
} }

Fig. 13. Authentication

Fig. 14 shows publication processing time
when a sender-authentication policy is in place
between two brokers (the policy is associated
with a subscription). Each step in the plot repre-
sents 0, 1, 3, and 5 di�eren t trust group authen-
tications required by the policy. For the \Au-
thorization" line, the receiving broker is able
to authenticate the sending broker for all �v e
trust groups. Since authentication results are
not cached, the authentication protocol must

run for every publication, resulting in worst caseperformance that is propor-
tional to the number of trust groups speci�ed in the policy. For the \Denial"
line, the sending broker belongsto no trust groups so that authentication fails
on the �rst attempt regardlessof how many trust groups are speci�ed in the
policy. However, by caching authentication results, we can avoid running the au-
thentication protocol for every messageat the expenseof lower responsiveness
to trust group membership changes.The \Cached" line shows that sincecached
entries do not expire simultaneously, performanceremainsacceptableeven when
several groups are speci�ed in the policy. Therefore, incurred overheadis due to
the authentication processitself rather than processingand management per-
formed by the policy framework. Note that we set the expiry time to a low value
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here in order to observe the e�ects of authentication cache expiry. Since our
focus is on the policy framework and not the authentication mechanism itself,
we implemented a protocol similar to CHAP [24] for the purposesof this eval-
uation. Without the post-matching model, the policy framework would have to
duplicate content-based functionalit y to achieve expressive, �ne-grained authen-
tication policies basedon content.
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Fig. 14. Authen tication processingtime Fig. 15. Monitoring subscription attempts

Securit y Zones Supposea broker network is divided into restricted, controlled,
and uncontrolled security zonesasshown in Fig. 15. This setup is not uncommon
in organizations separating their intranet (restricted) systemsfrom the Internet
(uncontrolled) using a demilitarized zone(DMZ, controlled). To enforceprivacy,
all attributes may be visible within the restricted zonebut someattributes must
not appear in the controlled zone. No events from the application should be
visible at all in the uncontrolled zone.Furthermore, only authorized clients may
subscribe from either zone. These application requirements can be expressed
by attaching the policy in Fig. 16 to an advertisement issued from within the
restricted zone.
PolicyStatement {

On(Forward,Advertisement) {
@broker: Ingress,Routing

If {AuthenticateReceiver(Restricted)}
Then {}

Elseif {AuthenticateReceiver(Controlled)}
Then {RemoveAttributes(a, ... ,n)}

Elseif {} Then {BlockMessage()}
}
On(Forward,Subscription) {

@broker: Ingress

If {AuthenticateSender(AuthorizedSubscribers)}
Then {}

Elseif {}
Then {Publish("[class,UnauthorizedSubscribe],

[message,$Message]")}
}

On(Forward,Publication) {
@broker: Routing (Ingress)
@attach: Always // Routing only

If {AuthenticateReceiver(Restricted)} Then {}
Elseif {AuthenticateReceiver(Controlled)}
Then {RemoveAttributes(a, ... ,n)}
Elseif {} Then {BlockMessage()} } }

Fig. 16. Security Zonespolicy
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This policy combinesthe useof authentication, messagetransformations, and
meta-events to enforceprivacy acrossdi�eren t security zones.Fig. 15 illustrates
the resulting meta-event message
o w for an event schema using this policy.

Con ten t-based Firew all In CPS systems,subscriptions are analogousto �re-
wall \allo w" rules on publications while advertisements are analogousto \allo w"
rules on subscriptions. In this respect, the existing �ltering capabilities of CPS
systemsalready provide some�rew all functionalit y. However, consider a stable
application in which advertisements have beenestablishedand no longer needto
change.Subscriptionsoriginating from an \in ternal" overlay are sent to a neigh-
bouring \external" overlay and attract publications. In order to temporarily
block certain publications from entering the internal overlay, the subscriptions
used by the application must change. For instance, this may be necessaryas a
reaction to detecting fraudulent publications that suddenly need �ltering. Not
only would such a changea�ect subscriptions throughout both overlays, the re-
sulting subscriptions could potentially becomea cumbersomemix of �lters for
attracting wanted publications and �lters for �ne-grained blocking of unwanted
publications. Depending on the subscription language,this could be very di�-
cult or even impossibleto expressin a single subscription. Similarly, preventing
certain subscriptions from exiting the internal overlay would require changing
the advertisements that originated from the external overlay. The sameissueof
expressing\allo w" and \deny" �lters in a single advertisement exists.

To block publications from enter-

Fig. 17. Content-based �rew all setup

ing the internal overlay, we can issue
subscriptionsfrom an internal �rew all
broker B if to an external �rew all bro-
ker Bef as shown in Fig. 17 with the
policy in Fig. 22 attached. This pol-
icy blocks forwarding of all publica-
tions strictly matching the subscrip-
tion as determined by the Strict-
Match() condition. A publication stric-
tly matchesa subscription if the pub-
lication contains exactly the sameattributes as the subscription, while a sub-
scription strictly matches an advertisement if their �lters are the same. For
example, a subscription S = [(class= C); (a < 10)] is strictly matched by the
publication P1 = [(class; C); (a;9)] but not P2 = [(class; C); (a;9); (b;5)] even
though P2 normally matchesS. Strict matching conditions canbeusedto achieve
content-based �rew all rules with more precision if neededbut are not required
in situations where the normal matching semantic is su�cien t. The subscription
and its associated policy is analogousto a single content-based �rew all rule on
publications. Note that authenticated event scoping is used to restrict �rew all
subscriptionsand advertisements to the �rew all brokers.Similarly, subscriptions
are blocked by issuingan advertisement from Bef to B if and attaching the same
policy using On(Subscription) instead of On(Publication) . In Figs. 18 and
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Fig. 18. Individual �rew all subscriptions
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Fig. 19. Merged �rew all subscription
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Fig. 20. Individual �rew all subscriptions
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Fig. 21. Merged �rew all subscription
20, we issue 100 separate �rew all subscriptions to the internal �rew all broker
that block roughly 80% of the incoming publications overall. The publication
rate P.Rate remains steady at the external broker (Fig. 18) but is much lower
at the internal broker (Fig. 20) whenthe �rew all policiesare in e�ect. The time to
processboth publications and subscriptions (P.Time and S.Time, respectively)
increaseswhen the 100 �rew all subscriptions are received.

When �rew all subscriptions are �rst issued
PolicyStatement {

On(Forward,Publication) {
@broker: Routing

If {StrictMatch()}
Then {BlockMessage()}

} }

Fig. 22. Firewall policy

and processedwith their policies, broker pro-
cessingtimes spike brie
y before returning to
normal sub-millisecond values. Subsequent re-
moval of the same100�rew all subscriptionsvia
unsubscription is signi�cantly faster, incurring
no noticeable overhead. In Figs. 19 and 21, we
issuea singlesubscription mergedfrom the 100
separate �rew all subscriptions that block the

sameamount of tra�c. As there is only a single subscription and policy rule to
process,Fig. 21 shows that there is no noticeable disruption to broker process-
ing when the policy takese�ect and is later removed. The original subscription
issuedby the application did not need to change in either case.This technique
allows us to dynamically specify content-based �rew all rules that are totally in-
dependent of the �lters speci�ed by existing applications. In theseexperiments,
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the �rew all subscriptions were issued to the internal broker by a normal CPS
client, but the authentication policies described earlier can be usedto place ac-
cesscontrol policies on who is able to issue�rew all �lters. Note that a reverse
scenario where publications are blocked from leaving the internal overlay and
subscriptions are blocked from entering is also possible.

6 Performance Evaluation

In this section,wepresent someexperimental resultshighlighting the low-overhead
of our policy framework approach. In Figs. 23 and 24, we show how the aver-
ageprocessingtime of publications and subscriptions, respectively, are a�ected
by the distributed tracing policies presented in Sec.5. Speci�cally , we injected
1000 subscriptions with an averageof 4 predicates each to a single broker and
associated some of the subscriptions (from 0% to 100%) with tracing policies
that augment matching publications with a broker performanceattribute. The
performanceresults are basedon a generatedworkload of 1000publications. The
evaluation was repeated using 20 and 200 di�eren t event classesas well as low
and high degreesof subscription overlap. However, we found that these work-
load variations did not a�ect the performancetrends described here so we only
present data for the 200 event class,low overlap evaluation.

In the graphs, Pol.* indicates time spent performing policy related tasks.
Pol.Execute is the time spent actually executingthe policy action that performs
the publication augmentation, while the remaining valuesare the time spent per-
forming maintenanceand management tasks by the framework such as pre and
post processingof relevant policies and results, respectively. Pub.Match is the
time spent on content-based matching and Pub.Processing is the time spent
on other processingthat must occur even without the policy framework enabled
(such as publication parsing and processingof matching results). Fig. 23 shows
that the majorit y of the overhead is due to the actual policy action being exe-
cuted and not from processingwithin the framework itself. This is true of all the
policy conditions and actions we have implemented, which simply plug into the
policy framework. Also note that no policy evaluation occurs and consequently ,
no overheadis incurred if a publication fails to satisfy any subscriptionswith as-
sociated publication policies.Similarly, Fig. 24 shows that subscription insertion
incurs negligible overheadfrom the policy framework sincethere are no policies
a�ecting subscriptions.Pol.Eval is the time spent on actually evaluating policy
conditions and executing policy actions.

In Figs. 25 and 26, we show the performanceoverheadincurred by subscrip-
tion 
o oding policiesaspresented in Sec.5. Speci�cally , we inject 200advertise-
ments to a singlebroker that is connectedto 10 other brokersand associate some
of the advertisements (from 0% to 100%)with a policy that prevents 
o oding of
the advertisement and 
o ods subscriptions overlapping with the advertisement
instead. Fig. 25 shows that there is neglible overheadin processingpublications
since they are una�ected by the policies. On the other hand, Fig. 26 shows
that someadditional overheadis incurred for subscription insertions. Note that
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this overheadonly includes processingwithin policy actions and not the actual

o oding of the subscriptions.Again, the executionof the actual FloodMessage()
action contributes to the majorit y of the overhead.

Theseevaluation results show that the framework adds very little overhead
despite enabling the composition of 
exible and expressive policies. This is pri-
marily becausewe leverage the e�cien t content-based processingthat already
exists in CPS systemsrather than using a separate,generic policy framework
layer on top of the CPS system.
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Fig. 25. Flooding policy on pubs.
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7 Conclusion and Future Work

In this paper, wehavepresented a content-basedpolicy framework for distributed
CPS systemsthat supports a novel post-matching policy model. Evaluations of
our referenceimplementation show that this model is capableof achieving scal-
able and expressive policies in distributed CPS systemswith little overhead. In
particular, we showed that our policy framework enablesnew features related
to both CPS semantics and security such asnoti�cation semantics, meta-events,
security zoning, and CPS �rew alls. By leveraging the capabilities of existing
CPS matching algorithms, our policy model allows these features to be speci-
�ed easily and dynamically. Sinceour model is basedon genericCPS matching
concepts,our approach is appropriate acrossdi�eren t CPS systemsusing either
advertisement or subscription basedsemantics.
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Although we have addressedmany concepts in our policy framework im-
plementation, some future work still remains. In particular, we have not dis-
cussedself-management features such as con
ict resolution in any detail. Al-
though many con
ict resolution strategiesare possible[25,21], none are univer-
sally applicable acrossall con
ict situations. At the moment, we use our own
meta-noti�cation feature to inform the application about policy con
icts and
exceptionswhen they are detected.However, certain con
icts may be resolvable
automatically by the system. We have started work in this area by identifying
con
ict situations amongst authorization and messagetransformation policies
in the CPS context. Also, the policies we presented in this paper are based
mostly on authorization and messagetransformation. There are still other types
of policies that need to be explored, such as generic obligation actions [10] in-
volving logging, persisting messagesto a database, and other similar actions.
The meta-noti�cation feature implemented using our policy framework is work
in this direction.
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